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Dynamic Detection of Stack Overflow
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(Shanghat Yumeng Communication Technology CO, I.TD, Shanghat 200121)

Abstract Buffer overflow has been studied carefully and sophisticatedly in these years. Computer community has spent
a lot of efforts in this field. But according to the datum in www. cert. org, buffer overflow error is still about 50% of all
program error in recent years. And according to CERT Advisory, 50% security threat comes from the bug relating
with buffer overflow too. From this point, we can see that buffer overflow has not been resolved completely. The re-
search on buffer overflow still has actual meaning. Stack overflow is a basic form of buffer overflow and it is more diffi-
cult to be detected and protected comparing to heap overflow. In this article, different dynamic techniques about the de-
tection of stack overflow have been described. It is useful for the design of software analyzing tools. In the same time,
the instrumentations used by different technique are described and concluded too.
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push ebx
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00416FF9. 5F pop edi

+ 286 -

.00 0 http://www.cqvip.com]

00416FFF. C204 ret4
BLERER FHEE) PR K EE R TR, B

SRR b AR A B R R TE AR SR IR R T AR A7 4
n EFrRBIRAS R, H i GCC FE-fomit-frame-pointer 47 1% %
TR H T =R RIS s BLE R ATS R AEAR B, A i 07
ARG RSB

git  HElRE BB XM LR, HREERE —
T ERESE S 2RI BT R B AR S ), Rk AR A 4
R — AR AR M TR . SRR hE R vk
T,

R AR R BRI B AR , Bk T 5L BR 3R 88 . H 4
PR US tHHORERAE K4 A AR IR, that, 3hX s R
AT /NG X AN B 5T F0 AR N AR — MBI Y
E%IEA.

BARMEAR . TSI TR ERSRE T kR
FEOL R AV XS & A s BRI 3 RS, R e s L EL 1B
KR iR Em g . R SEamr TEERHEH T
PR AR B SE R R KENA TS T/E. Xt
SIAKNEART S SRR EARE — MU, WA IAFE
Lhr ARG . SRR R R R AR 6E
Rl E), TR AR KRR A MRIP TR N E
TR, H AT A Lot i b i AUAS 30 bR L A BE A A
& MRS T TR SEBR L BESE A0 B X A ) — e e i 1D 1
Oo

BASR IR « T 4 A M B A K I AR e D AR
WA 3 FiR.

JET 4 S S, - YLD 1) 2 2 5 A AR 0 0T R VR XD
AREHTRIENSEE. BN EEAPMEH L BT
GITER O IR SEIME Lo (LR BRI AR (R L e B AR
BRENERE MRS R BEBREER L, SR
i, (HARE S R — SRR, AT ERBEOAS . MET
PRSI RN T e A L, 22T canary” (5 1 351 FAG W B2 At
BAGHSENT KIMSURTRE 228, METSENRBH
ARSERR b AT ARSI i W AR T R T AR, R B
BlE R AR OROK T HLTT RE A 46 N RAEAS RE g dm iR 2n L1,
BEEEMETE AR —M B ERHEA,

STFEF HHEBMSESMESANS B THRER
By BB AR L bR B A RE R T IR A AR . TR SIC I 4
R ARAS MBI IR R, SERRSCER AT £ 2
A RERE MRS B ITAIER .,

KT S HEHAR, TR M E AR RER I ) #F55%
HRE MR T H AR, MREEA N EREAR RSB T REE
JH TRk g iRl R R, B o KPR #1118 B A T

BEHWE HEN LASEAEA LS, FETAR
JE I #E strepy A memcpy %L 5) 1 UG X R Y
BR B CEL 4 libverify, TIED %), X LR B A EIEH A
W, HEe T Bfegy S8 X at iU S E R aliF &
A, (HSE R I 1 A A AT BB 2@ 1 X sR S S SR At
FEfTd . (HASRI A B EE ST Heg il
WEERE SRR EMRG, Th b RERSBHRGES
fib 2 A s 1 R s 25 K0 T 8 R 3 R BE ARSI 1 BIE S VT RE RO AR
AR,

(Fé4w)


http://www.cqvip.com

(L#F 286 H)

T A A5 5
EHA

HRGRRES

pooo hgp://www.cqvip.coml

F Fcanary™ {8 8 R B R

EFSERLHDRRMEA |

A TFHRAERHEEHA

R WA SBELA |

N T
)

|ssaoemix |

B3

It R AR R GBI i S AR S A L

AR . HEN AT A Ik R B — DR R R R
SRR L BAT AR IR

2 % X #

Wilander J,Kamkar M. A comparison of publicly available tools
for dynamic buffer overflow prevention. In; Proceedings of the
10th Network and Distributed. System Security Symposium. Feb.
2003, 149~162

Gupta S.Pratap I, Saran H.et al. Dynamic Code Instrumentation
to Detect and Recover from Return Address Corruption, In; Work-
shop on Dynamic Analysis WODA 2006, May 2006

Baratloo A, Tsai T. Singh N. Transparent run-time defense a-
gainst stack smashing attacks. In: Proceedings of the USENIX
Annual Technical Conference. June 2000

Cowan C, Beattie S, Johansen J, et al. Pointguard ; Protecting
pointers {rom buffer overflow vulnerabilities, In; Proc, USENIX
Security Symposium, 2003

Avijit K,Gupta P, Gupta D. TIED, LibsafePlus; Tools for runt-
ime buffer overflow protection. In:Proceedings of the 13th USE-
NIX Security Symposium, August 2004, 45~46
Vendicator. Stack Shield technical info file v0. 7. http:
angelfire. com/sk/stackshield/, January 2001

Bulba, Kil3r. Bypassing StackGuard and StackShield. http,
www, phrack. org/show. php? p=56&.a=5. 2000,

Cowan C, Pu C, Maier D et al. Stackguard; Automatic adaptive

WWW,

T R H) A0S KR G g

detection and prevention of buffer-overflow attacks. In: Procced-
ings of the 7th USENIX Security Symposium, San Antonio. TX,
January 1998, 63~78

Necula G, McPeak S Weimer W, CCured: Typesafe retrofitting
of legacy code. In:Procecdings of the 29th Annual ACM Sympo-
sium on Principles of Programming Languages, Portland. OR,
January 2002

Ruwase O, Lam M, A practical dynamic huffer overflow detector.
In Proceedings of Network and Distributed System Security Sym-
posium. 2004. 159~ 169

Jones R W M. Kelly P’ H J. Backwards-compatible bounds chec-
king for arrays and pointers in C programs. In: Automated and
Algorithmic Debugging. 1997, 13~25

Sidiroglou S, Giovanidis (. Keromytis A . A Dynamic Mecha-
nism for Recovering from Buffer Overflow Attacks. In:8th Infor-
mation Security Conference. September 2005

Solar Designer. NonExccutable User Stack. http: //www, false,
com security/linux-stack!

Etoh H. GCC extension for protecting applications from stack-
smashing attacks, htip://www. trl. ibnm. com/projects/security/
ssp . Aug. 2000

Prasad M, Chiueh T . A binary rewriting defense against stack
based buffer overflow attacks, In;Proceedings of the 2003 Usenix
Annual Technical Conference, Jun., 2003

Pratap P,Gupta S, Dynamic Code Instrumentation to Prevent and
Recover from Stack Smashing Attacks, Dec. 2005, http.//genie,
iitd. ernet, in/projects’pranay/FinalReport, pdf

Haugh E. Bishop M. Testing C Programs for Buffer Overflow
Vulnerabilities, In: Proceedings of the 2003 Network and Distribu-
ted System Security Symposium. Feb, 2003

FERA:

Epi-Liva

IR
HBCAT AL R ALER R X HE I g 18
Hi3E: (023) 63500828 E-mail: jsjkx@swic. ac. cn
Mk www, jsikx. com

it B A 2

(1974 4F 1 71 RYFD
$ 34 BE 9N UITD i
2007 49 H 25 11 AR 8
bl 8 5 ISSN 1002~ 137X £
[l G-~ S L R 5 CNG0—1075/ TP
. 30.00T WANEH: 5 KoL
Mg A&t S . 78-—68
‘ KATRI [HMSATIF

K

&
&
FHRENIE-:
B R &
BAEITR:
iT Mg &
BB EIT:
BT

H % ® % H K
N E: IS = NP U = B = A SN
Gt & ¥ B Ey A ok #
Wiy 401121

; RHI

e

S

i 1%

Eom P OB % H B4 W
ok W W B
e W & W oW B
o (R BRI B 805 28] CIEse 399 fivD)
6210—MO



http://www.cqvip.com

