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Chinese Data Encryption Scheme of Efficient Ciphertext Retrieving in Cloud Storage
ZHANG Shu-nan CAI Ying FAN Yan-fang XIA Hong-ke

(Department of Computer Science, Beijing Information Science & Technology University, Beijing 100101, China)
Abstract Data encryption is the primary technology to ensure the data safety in cloud storage,and efficient ciphertext
retrieval technology shows its promising capability to improve the retrieval efficiency and reduce the storage overhead.
During ciphertext retrieving,some schemes need to decrypt the ciphertext for many times, reducing the retrieval effi-
ciency of ciphertext severely. Other schemes construct a large set of index files, which cost a great deal of storage space
in cloud storage. In this paper, Chinese data encryption scheme was proposed by taking both retrieval efficiency and
storage overhead into consideration, which utilizes the random sorting of data blocks and label vectors encryption in data
encryption process firstly,and then cooperates with the index vector files to retrieve the ciphertext in ciphertext retrie-

ving process. Experiment shows that this scheme can find user’s data accurately under the condition of consuming shor-

ter time and less storage space.

Keywords

1 3l

W 2 SRR AR 2K s = A7 i B3 T AR, R — P g
B P AR B . S AT R R R T I 3 A 1)
T B0H g 22 A M ) T2 S R R SR ) R A 1
FEAE TS AR . R SCHR T — 5 T 85 SOR R 9 b SC8CHe Jim
BT GRS TN 2 A R I v SRR L B AN AL AR A8 (R TE B He
T 22 4 1 L 3 BE A8 7E #E 2 0 /0 I TR A7 A 2 TR] Y 17 00 F MEBf
B H PR EE .

B 1 2 T 285 SR % Y T SCBOHE % 5 SR 4y R 2
1) 5E T X R 28 it 27 55 1 79 ] 38 R N %8 (Searchable Encryp-
tion, SE) ™ 2 2 Jy 8 v Jon 4 R gk 5 14 % BH AR AT AR T ) — A
WL ENBUH A B W - SR B e e . O SR
SRLFF A /I 5 5l 5SRO0 By i 9 R T B ST U R A L B

il

IR H I .2017-03-29 iRMEH P .2017-06-18

Data encryption,Ciphertext retrieving, Retrieval efficiency,Storage overhead

PR A 5 TEAG S R A 9 b AR p gt . O BT AR
R SEN T HARTE H F — SR A W 4L 0 R
FHmK.

MEH M T E R, % SO R R A S B AR,
D) B X B SO TR R X PR R R R T S %
SCHEAT IR % O 7 A U b X Y o R e AT T X S AT
B R 2 TR A7 A5 V8 2 SO 1) 2 A7 A B S A 3R ARAIG 5 2) B
T RT3 3R I3 v 78 X 50 SO R AT 0 g 11 [R] B A Sk
SCPREE LRS! LA JE W RS AT R e, SR S
PR R ABCEAR S AR R G & R R AR s ), o H
S PR A (G 0o R R A I O R R,

BEE % SR REEAR R W & R S E T C 4R T 3 T
WIBE AR R D) B F X ] e 4 RO L K REHE R [ & A
e P 45 ST I 0 O 58 K B SR K RAUCR AR e =

AIZEF HRPEI LT E (61672106) , AL BT T Z FHE & T H (KM201611232013) ¥EHf

WEE(1991—) . B A4, FEHSE N 16 N To LR M 424 % E-mail : 291469736 @ qq. com; 28 F (1966 —) , L, i+, # ¥, FEF 5 H
) &% 2 4 TG ER I 4% F 8 A 53 15 25 L E-mail : yeai@ bistu. edu. en GEFVEE) s SEHF (1979 —) , &, W+ YRGB 0F 9% 07 16 R %8 4 4550 5 )5 )
EBEHGEOMA979—) 2 AL PR, EBEAF ST 7 AL ) A S Mg AR



%56 K& T G A D e RO SRR 1Y SCEUE s Ty % 125
A7t P S BB IRAE o EPE ___ EEWREE
ASCRE T HET AR S S I (A R R Qe | |
THT I OE R FHA, DEI IR R o X R I P |
R, i | rEmE H !
AR AR LB o B 4R 07 5 O WSCHUR SCHE R 2y Do s ris | |
2B o P I BEAT — 2 b B 5 A SCSCPE R Y :;Wi_*RQ%'%wmwa' !
R B SCPF 205 A DES s 5 dxd R 9t W SCrR e | I I !
AT B CRI RN R R R R, !ml I wxkE | |
A I R AR DG R T o R R L G (5l | e [ FooRE |1 CREAER !
. : ! T lawms XL !

FA R R R R, PR R s s LS ; ! !

AR IET AR TR T ST A KU HOGRE T Y
SCHS B R 5 AE W] SO AT E AT A DT BC S B A R R S
Mol /L 5% B ) DT BE I ]

2 MXTIIE

TAPAE P T RN B G F P TR R
527550 ) SE AL T4 919 5% 24 551 9 SE.
2.1 ETFHMREBEE LK SE

Song & AP SR T — R G R I 5 SWP K fiff e 2% 3
Ry 3 04 1R AR SR 32 8 T B A B SCRT R 2 L AZ A 4
TR G AT A P T R XU 5 T L SWP T S8 AE % SR
RN L HAT 2 W B8R, R BOTE I8 BEE SO R
B K . Goh 5 NPHR I T —Fh 3 T 75 e i 3
A BEAL R ALY Z-IDX B iz Bk & i8S 7 i
[ K A7t 2% 51 SO 21 PR SCARAR /N % B2 19 28 51 SC R AT e 4
A FNUR SO K /N BUS . Curtmolal™ 38 F 4 25 Wy B8 31 T — F
FAY SSE-1 Bk (R 2 0 1k T A A OGS M B 2
B4 A SO Y A SO B3 T 9 K 4 3% R L B DATE Ak B E)
75 T R B AR R RE R
2.2 EFRATHWEHEEN SE

Boneh % NN 58— 0K SE M T A S % W Rk 4
TR AT R R AT MBS I B 7T
XL X B B35 AR I S AN A5 & — B0t B N 25 i 2%
B T HEAT — IR WL X 19 1+ 5 BORARAR . Boldyreva 4
NV A B 54 11 88 %2 (Lossy Trapdoor Function, LTF) 44
BT ARMER RS R IR 2 W E R I A O R HE X R
BARREIELG , Crescenzo 5F NRT T —Fi 3 F ik 4 )
JB (3 TG 22 A BRI 85 44 1 PEKS, (H 2 HR RBCRARIRAR.
3 AREI

AT TEA N F DT B H NS, TR EA
ez (8] Bk A R B B 0 HOR B A R B R AR T R
PIlIR=E 52 N

ST HRTT S8 SO AL Bk B AT 3 B HAE AL 3 BB
G390 B SO AR B 3 SO R AT HURNE SO AT, 7E W
SCINE R P, TP % O S AR 5 P i N S i % 4
W& 7 DR AE L SR 5B I 5 S AR B = AR I 55 4% . 1E
B SCR R Yerh, P RSA N8 Sk m 5 G ARG
W 1 AL B = A7 68 IR 55 2% 5 B2 47 if IR 55 4 AR 4 T 48 % 4% 3
BEAT R BRI 3R I AF G 45 11 0 38 SCOCPEF 1 . 78 55 SR B R
wh L TP AE 2 7 S 0 R (8] 5SSO R A AT R O OT A4S
BRI, ATTROGER A 1R,

——— e — 4

1 v SCOROHE i 7 5 A B iR st

Fig. 1 Overall design of Chinese data encryption scheme
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input: b5 o] EA L(1,2,3, 0. m)
output: bp5 o] A4 L(3,1,4,,m)
1. Initialize data=L[0] and point=03;
2. for all randO €{0,1,2,++,m} do
3. while point <<=m then
4 data=L[randO J;
5 LlrandO)]=L[ point];
6. L[ point]=data;
7 point+ —+;
8

end while
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9. end for

10. return L;
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