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Cryptanalysis of Traitor-tracing Schemes Based on Fully Public Keys
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Abstract As broadcast encryption is prone to collusion attacks, traitor-tracing schemes have become an important tool
for copyright protection. Using the Chinese remainder theorem Lyuu and Wu proposed an ElGamal-type broadcast en-
cryption algorithm and a black-box traceable scheme for stateless receivers, each of which generates its own private
key. We first investigate several security threats to the scheme from the perspectives of group encoding and parameter
configuration, Then an adaptive chosen-ciphertext attack is launched via a decryption oracle. Finally, in accordance
with the characteristics of the key management and tracing algorithm a method of collusion attack is presented so that

the scheme can trace down neither all traitors nor the factual pirate, indicating that there exists the security risk of

wrongly accusing innocent users when applying the approach of fully public keys in the real world.
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