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Abstract A DC-Net anonymous communication scheme with revocable anonymity is proposed based on Golle and
Juels’s work. We employ the key escrow property of bilinear parings to make the anonymity revocation authority as an
implicit receiver for every encrypted protocol message broadcasted by each user. When a vicious anonymous message
being detected, at least t of the authority’s total n enforcing participants can jointly decrypt some related protocol mes-
sages and trace the sender. Compared with the original scheme, our construction nearly adds no computation and com-
munication complexity and has the same security. For DC-Net, it is much more efficient than the traditional method of

providing revocable anonymity by utilizing group signatures.
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