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A Model for Detecting Application Layer Flooding Attacks

XIEYi YU Shun-Zheng
(Department of Electrical and Communication Engineering, Sun Yat-Sen University, Guangzhou 510275)

Abstract Distributed Denial of Service (DDoS)attacks are typically carried out at the network layer. However, there
is evidence to suggest that application layer DDoS attacks can be more effective than the traditional ones. A sophisticat-
ed attack using legitimate application layer HTTP requests from legitimately connected network machines to overwhelm
Web server is discussed. A counter-mechanism based on Web user browsing behavior is proposed to protect the servers
from these attacks. In contrast to prior works, Hidden semi-Markov Model is explored to describe the browsing behav-
iors of Web users and to implement the anomaly detection for the application layer flooding attacks. By conducting an
experiment with a real traffic data, the model shows that it is effective in measuring the user behaviors and detecting
the application layer flooding attacks.

Keywords Application layer, Flooding, Anomaly detection

1 5§

S A R JE 48 AR % (Distributed Denial of Service, DDoS) I
HRUAMEZLEE R N ERBHY . DDoS K a]
PAER AL e JE B 0L T R 5 st R oGt BARiit Bl
FUEEH. BT DDoS Wi ™E M, FE%¥ERHUTHE
T BB B, S5 B DDoS Bl MK B 5 858, Doulig-
eris™) {45 T IE4EE DDoS W M SR FERE. HAE
EFHRITW TR FEMATHELERREE, Fln. 1P
it TTL(time-to-live) fIEMU KR, @30 B BB 44k
5 MR, RSB RER T HT, NTSEREGE
Bitd, XK PSEERET —MAEEANS: EXSASK
HAHTEN A LG BRMF AL ERITER, HATLL
T X SO G R G 5 O

5tk DDoS BZ BGt @ % R A E MR, Fifn. SYN/
ACK Btz ¥t . UDP Bz Bt ICMP Btz BGHSE . R,
BEE K2 B B e N3k, Bt & B MG H TG Jews 1y v A
RBEB. HT HERN, BGEE MFR RAim S HE BGE
PR o 1 0L 4% oF 19 38 R L (flash crowds), EREE45 &8
Web FIFHMBIT R, XEEFHARKIGGEUSERS
BWHEAE T BER, HI0. sockets, BERH R BAREHR
MHBE. BTX - RYPZBEHERETHAR, 2XKEHR
w2 Bt 37 1 (Application layer Flooding, App-Flood-
ing), 3C[2,3]45H, BEHE TN L Web B A BB 2 E R it
I, NEHRHAKHEK, eSS\ M CPU 1/

OWFOBBAIMEPHEEMRI. BT —ITHEHN Web %
KL AWITREREEY —MEEAFHEARE, HKL
st F R B, KRR MR R E SR BiRi CPU
BN, FHEEREFLOEREAEN WebFK., 55—,
HEFEZH DDoS B iti AR, App-Flooding B i 3 A RHH
FAREEXRZ NS RERS, CEL S E ML
Rk 3L DDoS K B3R, 2004 F R F AR B
“Mydoom” gk £ — R 8 BIFY) App-Flooding B(ifi.

HTEEFERSAEERNERETESHEMNTA.
ETFHRMAE, HIE MR RERER S HEEE R
HEBGEERSIEE AP K Web K, MH, b FoE#E
ROTRER B A EB A BER SR ENL, HEss o B &
IP #ihit () DDoS #3 7 RAE LA LA MM 38 . BT HBN
Jr R0 LLAE# A BOhBEET App-Flooding BUiti i, {2 HEK
RIFFER T~ MHNERF AT SRS SR
B IR 5 8809 socket B TAE#R, XA BB BGH
HEr B HLE & ) 55 — W 8. H L App-Flooding f B
BEIMRME RSP —HE.

ZRBPETHEM App-Flooding i E S LIA R E
—HMREK Web I 4TH, FCEMAPITINAE LA
App-Flooding MZCH RN . RATE T —FFWER, AT
ik Web I P 5 4T H4FHE. X[4,6JHIFEZXTF Web
RAPITHRBIR . RMBHEXT Web BLARBIRHIBRT
TRATFMETS, W HBE TFXEf7 st itEER2ER
. MURATENMERRERN., Bk, 2 X#AR¥S

OEXHER QRS (90304011 J-FE BRI S (04009747) R B %2R 128 S S WA B 4 (20040558043) BEBY. ¥ iR

B A RS HE, WL,

« 109 -


http://www.cqvip.com

IR K A4 A (Hidden semi-Markov Model , HsMM) 781 3 1
R Web B BB SEAT R, 35 R RS RIS B TE# F P HT-
TP #3R 8 App-Flooding BUiti#H {7 R H#0.

2 RBEHE

2.1 RBYSRWERER

HsMM 2 —Fiff iR A3 8 89 2 & /Rl K%Y (Hidden
Markov Modet, HMM)Y- | B REEHLARRESHL, HEHE
8. (DS={1,--,N} ERREES, NERAK. xR
M REEBEE, n=Prlq=m], ¢. &Kt HRKRE,
meES, WHRSEEAFAWHE Zon. =1, mES, (DA £
REFEBEE, am=Prlq¢=nlq 1 =m], m,n€S, HH L
Znam=1, meS, ()P RREHHFEE, p.(d)=Pi{z,=
dlg=m], o RARYHERE q BWFRFEMKE, d€ (1,
D}, D BRRAEENEREKE, HBREZ, p. (D=1, dE
{1,-,D}H d=>1,

B FHREAR RS RATT WM A, HEEMRMATS O=
(o1 v+, or) JFF KRB B H o R/ARERIZE ¢ BRI
H, TRAMMFFOKE. HF- M EERRE m, BR
B M ER N b.(B)=Prlo,=kiq=m], HfbmeS H
kEV={1,-.K}, K XREHHHTSHIME. BHgER
WEZb. (=1, mES, kEV, M. HsMM RIS 5
AIFEMRARAS AT, RAEFE BRI, 48R 1 A
REFBREMERM. AT Ek, AXFEHA=U G,
{@m } s {bm (R} { P DF HSMM S 8, TR
25 GEGFEET, HsMM 8] AR T K f R 5.
Sh, SE 10 HERBIR RAMSHEA AHLME. Yu T
BT HsMM HfE5E K HMM 8RB R T 1 i P 2% 3 B e () A
LB B B AR A e, EI, HsMM & & TR
R Web H P 3B AT R AT R E R . HsMM B 378
L7, 8] A TR IR

2.2 FRTARBERER

MNEPHAER, — KA BEK Web BIWAT HEE il
Wi KEHENFR. AP A ER "R %
Wk, WREFP R —HERERL TFTEERE, FRHR
SR BRI L, HEI A RN EBF T, A HT R
BITFR. AP LERAEEE KR TR, Rl
HEEE KL Z D Web R MAS T BT FOREFE RS 28 A9 8 KL,
%t F Web R, —IK Web T B S HITHEFUE—
AR 2 SRSB4 T SR A& S 2 D T P9 R X R B K (Bl 4
BA, &%), BEELT, EXH RS HmEE
W R BB R, WA BT R N R ER A . M Web #3K
HIERERE ., BP0 Web 3R 5 58 et BIAHR 5 28
RIS 38 FTRFER MR SR H R, B B WY
FEPHTER, AN, KBRS XA B Web HRF K E
HERE . MRAFEPHERMOEBRASTE, #i:. HTML
TR B 1R EMR . Web IR RIZTRIFR B R, A0SR
BPTERENEL T TaA Web N, IRE R RITH
ARBFF, il PHP, JSP 8% Javascript, X—HEREH
5T — KRS ROBEEER, REFREARKERE
AR TR B4R &P

1 B3R Web hAfT A, ARAFEEE. %, BT
Internet fF AR FIBAE A ] BEELER W B % 7 49 Web 3R,
B H AR BT A 8% 5 75 R E AT LABIE B AR Web IR %588

« 110

.0 0 0 http://www.cqvip.com]

K R EMERSELMBEMRT Y ERNAD, BHTE
FPEAEARE, b THERAES S AR, Web il 4528
EHEXHINC RN EFAERER . LK, BT 5P T
Web JilaHy, BEAT LAi%k Web DU - 24 A He kAT, AT DA
ELERAEN W S b A= h E e A URL ok, 0% (6
B EIR R, B Web IR 5528 89 B 35 SO BT R e i
FiIR4T R BARAEL A E.

ZIEBILA B R BRATRA LT M5 1R Web
P 8a1E4T R -

DERZER o ZRAPHAETH, TRAPMIRLT
HATLUER—ABENE R (=1, T}, q RRHPE
KRB Web T . g Bl ¢ BBEEEET LA N 2RI P
M— Web T | 55 5b—4> Web T B S 3470, FER
g, 14, FR 1 5 g WEBHER,

DAL o KA ES  MHRIIRBE
SRS, Flm. —4 HTML 5 i s Nk B, F
P H) HTTP #K e 51 ol LU A 53 5h— D BEVLE 2 (o, 1 2
=1y, TIRR,

S 3 MREVER o R YA - ERGE
R g5, WK REMHTAE HTTP FHR e 8k R
¥ Web IR 55 28 B3 R (148

1 B3R 3 ANBENUE R, (o } O] LLE M 47 Web IR 2%
B HESUHE B, file) 5o RERMESE., HEIHS
A5 0 SR AR B — A DT B 55— DU, AT P B
F TR {q  —A Markov 38 . B THPWELSEITH
TEMR 55 48 AT MBI A B, WHAFN—REETHE
AT BEAR G W28 7 A £ HTTP #3R (f4% Xt HTML 3044
PR SR EITFR) , B3 — SR — 1~ Markov i %
HiiR Web RIS #5547 0. B, Web B P B35 8] 7T DL
MU EERMR: B8 dis Web ST A — 1 Mark-
ov RAGRRA) , AW I K HTTP ¥R XXt HX R
TR BT R 2 Markov BRI WMBIE, — KA ST A0
FEAR HBJSREBA BAR Web IR %5 2580 HTTP iR 5K
B¥ Markov REM B BEKE. TR, ATLMEH HsMM™®
Rk Web 1453 2. 8% HsMM B8, o USRI S
B, APRRFEFIHEN TAESRNER N SRAEEH T
KiHHBE

Pr[olT“’ fA]= Em,dpr[oirm s (qran sty = (my d) Al (D

Pr{O|A]=PL OV, -+, 0P [A]= T PLLOTV 1A] (D)

2.3 App-Flooding B i 4 8

FAEERE M RZNE HTTP #KF 5157 HsMM g7
RIFHiA Web P UIRIITAHRE. BSEEA UHESD
EFHPERFF SRR, X s R R T #0158
SRHE# 43 A5 (Original Likelihood Distribution, OLD), 3E3%
BB 4 T RYAKIL IEH AR FRE KSR BEEREE
AL, ARBERE R, o DURSE S50 P K S AR
FREEFTHOERSARMAE S OLD BIBE B R H W7 H
BEYE. MER/DN, WHANRES W ERERE. BRI
EBMPTRE, HATFETER App-Flooding Bty TEE % &2
FI B4r Web IR 4728 HAFE Um0 F s e & BiHE
WEDREHM HTTP gk ydi. 8BRS MHTREHH HT-
TP ERMEBAEMERE: 30 IP 44, EFE TCP &
B, WASME, & HTTP ERE&H), HR BRI LRI
THASERAPFERBNER. Bit, XERBHTR


http://www.cqvip.com

i HTTP R P53 T HR ) s A #E R B OLD, #|
PRSI B HT LAR 3 4 A 5 6 B0 BB AT ) HT TP 5RO
KBSk, BAAELPRRE IS T W AEE LT,

W — A IE® A P TR P S I 4 g L BRI 3
WHIEFRP WA EL A OLD. FHEBN T Rzt
VRR. 2TRPITANFHIERSEBEAT Internet 5
HAr Web iR 57388 Z 18], £2E8KE Web R 5 888 HTTP i
R, RERETEBIM SRR EREZZERESL(E
FORHR. RAKSIERBIT . 55, €L T. AREH
HTTP #RFFIKE, XRP { 8— 1 ERFF, AV
BERER A TEER SRR kh. KRG HE kh Al
OLD 2, RN 2K T BUE R BRIE khaew » K HZTH
REFFIKWRAPBBANERER,, TRERRRZN, &
RP R L8 REE AR BB ER. T,
R 89 HTTP 355065 38 1 2o 38 48 B3k IR 55 Sme A e, %R
BAERFFINSRRBRE, RS RBERAENT PR,
BT SR THEBA S IR 95 8% ROMA L, by BA 5142 il IR 55 48 el oL
EPHERISEE.

1 ETTAERNHERT

T -, RATH KB (Detection Rate, DR) A
2K % (False Negative Ratio, FNR) R & & J 25 9t RE.
—BER T, BT IFERERBRE, o 8 A% 1R MEHR 3 3
ALMIE R AP AT 0. B, AT R 825 0 2 R g
CED SRR HE R A0 3 AR BB BT LA ZE — AR R R MR R
ap, ARICIEX —BRE AR — . H— B BRER, K
RUH A 3 F SO B A T IR S R T .

3 XBERHSH

WA AR E PR Web iR 4528 H 30 R E# App-
Flooding i R BIEFF# H MR S %, M Web HEX
B AR AP HTTP R F5, RS —11E
KFFI et RIR P . N RAE A ORI App-Flooding B ii
M A o, AT R “Mydoom” & B 3 1 TAE B
#1T7 App-Flooding Bifi. MIERIKBEEIE, “Mydoom” 1
&3 DDoS Bifit, H—MMREILEE T LIFE [ B 0
£ 64 4~ GETER. FES, RAMRIRE 200 MEEHRI
FHY A, BV A 20ms K- E R 24 50 MER/B)
&) B AR AR 95 28 K X B TE K . '

& 2 B IE % B P ABGE Y S RTE R T 5 AR R R SR
RN, ATUBRENMAAREAEVBENER: KK
SHEHE R PR BER R KT —6, TBGE W AT
REMERAIEPE—6 LUIT. AR, ETFRHWHRITHH
App-Flooding B My A &Y 7 LA 2t 53 e Hh 5 BB i 7
k. B3 RATHE A B EAMBRRE SR,
WREWEE, NEPTR, TR RANEE, KL
—6. 3N TR RO FRAE RS, KW 2R 58 R B 3R 7] LUk

.0 0 0 http://www.cqvip.com]

2 90%, TRBHR{N 1%.
0.02

Frequency
=3
2

Average log (like elihood)
a: ERRAP b: RERP

2 BRBERNA

T e I W

g o8 { i ,‘ 08 %

g 06 | (6.3,0.9) 06 &

g o4 I al. /b 0.4 §

& o2 [ /(63,001 02 &
0 SS 0

-10 8 6 4 -2 0
Entropy
a. DR vs. Entropy; b. FPR vs. Entropy

3 HARBIR RWREIRE R

%t 4 xf App-Flooding Bl Ky ¥, 4<3Cf# f§ HsMM
558 Web AP RINMAT N, WP ERFFIHMN TER
AR B App-Flooding Wi M 53 38. R
B, R UARATRIER AP SRR &
KK HTTP K, L. MH, SERHXHER
MR DR PRy —6. 3 B, KW RAT LLKT] 90%, REHR
R 1%,

X XW

1 Douligeris C, Mitrokotsa A, DDoS attacks and defense mecha-
nisms: classification and state-of-the-art [ J]. Computer Net-
works: The International Journal of Computer and Telecommuni-
cations Networking,2004,44(5); 643~666

2 Amza C,Cecchet E,Chanda A, et al. Bottleneck characterization
of dynamic web site benchmarks[R]: [ Technical Report TR-02-
3917]. Rice University, February 2002, online: http://rubis. ob-
jectweb. org/download/ dyna -bottleneck. pdf

3 Ranjan S,Karrer R, Knightly E. Wide area redirection of dynamic
content by internet data centers{AJ. In:the Proceeding of INFO-
COM 2004. Volume 2, March 2004, 816~826

4 Chatterjee P, Joffman D, Novak T. Modeling the clickstream;
Implications for Web-based advertising efforts[J]. Marketing Sci-
ence, 2003,22 ; 520~541

5 Birklen S,Marron P J, Fritsch S, et al. User Centric Walk: An
Integrated Approach for Modeling the Browsing Behavior of Us-
ers on the Web[ AJ. In: the Proceedings of the 38™ Annual Simu-
lation Symposium (ANSS’05), April 2005. 149~159

6 Dill S,Kumar R, Mccurley K S. Self-Similarity in the Web[J].
ACM Transactions on Internet Technology, 2002, 2 (3):205~
223

7 Rabiner L R. A Tutorial on Hidden Markov Models and Selected
Applications in Speech Recognition[ AJ]. Proceeding of IEEE,
February 1989,77(2) :257~286

8 Yu SZ,Kobayashi H. An Efficient Forward-Backward Algorithm
for an Explicit Duration Hidden Markov Model(J]. IEEE Signal
Processing Letters, 2003,10(1):11~14

9 YuS$S Z, Liu Z, Squillante M S, et al. A Hidden Semi-Markov
Model for Web Workload Self-Similarity{ AJ. In: Proceedings of
The 21st IEEE International Performance, Computing, and Com-
munications Conference (IPCCC 2002). Phoenix, AZ. April
2002. 65~72

« 111 -


http://www.cqvip.com

