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An Evaluation Model of Computer Network Security Based on Rough Set

CHEN Zhi-Jie WANG Yong-Jie XIAN Ming
(School of Electronic Science and Engineering, NUDT, Changsha 410073)

Abstract It is very important to know the security status of computer networks accurately. At present, most computer
network security evaluation system don’t analyze the datum thoroughly. Therefore it is difficult to acquire the security
status of computer networks at the whole. An algorithm model with rough set theory to mine the rules of computer
network security evaluation is proposed. A rough set knowledge system description of computer network security eval-
uation is studied. A fuzzy rough set attribute reduction method is given. The decision rules mining method presented in

this paper is validated with a simplified network security evaluation data set. The experiment results show that decision

rules acquired by the method are in accord with the fact,
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BE TR ILAIP R SR B R R AR 23 B
KB HRBR BB E . SHFEN, T EILME R E2n
BOEBHERE FEMBREHE TREMETMRZ T
KEREFME . MRS RGN L 21T A
EBEA MM L 2B - FERT R, GEER. T
EHBT LR 2V, X T INE MR RS
MR SRR T —ERER . HRXERE LRI AKX
HRR T XM % R R L 2RO S 04w, )z
X} W 48 T TG BB AR o A7 LU O T AL 48 R
G2t RIS

MR RBRATAHE ATEEENRERE
B A L E BRI 7 AR SO BRAT TR AT LARE P B8 8 Sk
BUHANMEZ2IREEAS ., EXREREMBLZLT
ISR EEARK RS S= (U,.CUD.V, HIFMRHE C,
TR RAE N DR B AR D, 3 X H PR R AR 7 4
PURFUNER , R JG AP SR AL I SE 4 B Rl 2 57 P 45 & 2 PRAG B9
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2 FARERIEHESES

HEMSER - F 2B A ZEEMAHE N EFEL
B BAS AT AR A B AZESEHAZ&HE

B RR] PO BE T iy FOHE R, b R ELRR & R LR
AWENNE. ZELHWETESSE. CEFRMRBERFE
HHMEEESZIINEMERFER, XA SIEHRIEHM
EHESHENRFEXH WEREEMEA. BikRe
EMP 2NN RIS AT REEENS TS
AR T MR A .

2.1 MEMEXNE5RTHE

MHRE IR - EFEENES TR
BT A, MRERFRNEESEAFRRNE L., fEHBE
Hig P AR EEEELXTRENR S B—H X ST 5
FHKEEE S W AR E R E R BN ER T
AR MR BN M5 &R .

EX 1 BUZO RATHRMAERHERES FAIL
. VXCU, 8N U $ i — 4 (Concept) 5 7 B (Cate-
gory), U — MBS F={(X\. Xo - X,V FRAXTU
B—AE.Hp X QU Xi#0,. X, NX;=0,i%j,i, j=1,
2, HEUX: =U, ARBEER, O ®WIAAE—MEE,

EX 2 #BREU 1% X £ (Equivalence Rela-
tion) ,U/R={X, , X, X} R RP=EMTHE FKIXT
U B—AH1R,. [xr={y€UIzRy}ER*HF R THEFITE
x BEME . U, RFRALLIZ A (Approximation Space)

S 36 R FR N R |] 4 Bt 3£ & (Indiscernibility Rela-
tion), W RBU LMEMXLRK MAREATRRHN K=

OELWE . BR GRPEELTE (60372039), BREA BER FEWRRFMAIMESHEERGE: TAR BLHRE ZEHAF AN

EREx4e:% B BES.Mt.
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2.2 BEs

X3 A XCUREU EH—IMEMER. M4 XK
R B3 R 3, B X B R AT & XA (R-definable ),
EHFR X KR AAI5E LH(R-undefinable) . R AT 5 L &EFRAE
M R¥EHE,R AT E XERN R HIREE. BREET AN
ANKEH S, BPRLRE SR A T SR SR U R A

EX 4 WEEXPHERTENERN X WR T
{1 (Lower Approximation) :

R(X)={z€U|[x]r =X} (D

HE X MB/NTE LEHRN X ¥R L1 (Upper Ap-
proximation) ;

R(X)={z€U|[zrNX#D)} (2)

RXOFRFREMRR U PHAE—EREBAX HITEN
#4 ROOFREMRR FUPAHEIPAAX HITENES.

EXS5 ax(X)=|RX)|/IRX)|FHHNET R M
B, HoP ) - [ RRERTP ORI E RAE RS RERESR
(Cardinality) ,

BR O (XKL, Y (X)=1 H, FRAHFENR
B, RS X HX T R ZEMW Y ar (X0 <1 B, KRFF
R R, WFRES X X TR BHREM. a(XIANHETE
FHKXFRRTBEES X WK,

EX 6 pR(X)zl—aR(X))%jJ XHWRHEMEE, B
pr(X)=0,EE X KT R EEBES WR o= (X)D>0,1
#£46 X (TR BN,

EBXT FERESRBHITE «r MES X WHERRER
B XN

(D)= "ﬁ?zﬁﬂ,p&(z)e[o,u (3)

HRRB R BRI T LR 55 A 18 SRR K R BN E
o FIFERERR RE TRLE LES X B T EMAY

o8 B

RX)={z€U &) =1}

R(X)={z€U| & (x)>>0} €]

B.(X)={z€U|0<tf (x)<1}

2.3 EENYEEH

EX8 RARKREL S=W,CUD,V, N, HFC,D
SRR FGBERPCRRBE, WRRBREEFFRETH
IESAT R MR

POSc(D)= ) C(X) &)

POS:(D)ZRBIRHE C KERFT#EAT BRI 4> U/C, BEBH
PERIA U/D KM RES .

EX 9 WEEYE DI RMERYEC BHKEEE L

| POSc(D) |
Ul

3 EFHEREEILHNERSITHER

3.1 MERLITEEFREERLE

HTHEMERETRHSEENEEMINERRSE, EK
PR P HE LR BB (N R PR 8 R B AD
%, MMBEEITFEHEAEEE T I TSR SCEME., ik
TENMN M B ESTERRERSEE ST, ¥ AHNER L
kL3 5 364 S0 R 403k L B4 R /3 ¥ . Naive Scaler B
#: . Semi Naive Scaler B . Boolean # % 55 Rough £ ipH

k=yc (D)= (6)
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(DX TFHEYLME L 2GS R E BB —
BEAEV="{v. v}, 3 HEU1,2,3,4,5,6,7,8,9) kK
/j?,ﬁffl vl:1‘&2%,7)2:?Ei_’%,w:z’%aw:ﬁ?%,m:—ﬂ%vs:ﬁ?
1}}91)7:%9%:?&#}’119 :’f&i&'o

(2) X TMBLLTEEREE, FEZBB—-LEH
THOL . KA SHVEAG T b5 ] LB RAEL0, 11X 8] BiEge ik,
T R A A TR BN B2 R e , AR S A LRS-
BOMI4E 82 35 1 S S SR TR (L AL OB
ARG TR SR BR SHT .

3.2 MERLTMENERERR

45 BB TR YL R 2T UEE— R
MAHESERRKRL S=U.CU}LV, 1L, P U= {1,
T L BB HERE S Fr M B L 2T BEAL; C=
{aysaz oo yan ) RAEZHRFAFBIEE IR L 2T
£id RARGREN, IMBLLHEER: V=V UV, &
BHHEEE Vc={(V.|a € CI REMBIESE, V. BRIKRE
PEHSE . M NRES ] MREEN LBE v, (=1,2,
seansf =12, ,m) REGRMK); £ UXCULd} =V 22—
MEBREL. KRNV aEC,2€EUH f(z,a)EV,.

MFGE-NEBBYE o, G=1,2,.m) , BEHLREHR
BB X (8, 1% B RFRATEYE 5 B35 & DMK, A
HE G AFREBRERERXER. A RRIR . (=1,2,
<o ) R B SRR RBUE, R AR E— 1 RIER
HEAE vy ((=1,2, 000 ,m3 = 1,2, 0+ ,m) B O] AR AL -

El +Ef+ +E?i (7

BRI, FATRE AT LUK S 1R P UL SRR AL o m Jg v ok
R,

3.3 HHNEERERAOE

R T IR R R R AT AR T, B REE L —ME
WX F RE,

EBX10 VYV, €U,Vaq, €CGL=1,2,,m), ¢ XH
BIXAERNA:

xRz, = {(z,,x) EUXU| 4 , 4 >0} (8)

EX N Vx,r, €U,V a, ECG=1,2,,m) {EER X
FZRTF z,,x ZEBMHXER.

=L
ez s x) =1 m}_.;l\rf, | €))]

ATAMERIRERIC R R W R B AR xS Frit , (B AT B 1%
#YE, E R BEEMIMAXR.

X 12 FiEEzeUBBMARNNRERN .
BIAAS, H FSIM(x) %R, H:

FSIM(x)={x, EUlr , /4 >055=1,2,+,m} (10)

EX 13 XF XCU,PCCEMZSE(X, P)TER I
BREARTHT. . LELH:

P(X)={z: |z € X, FSIM(z,) = X,1<i<n} (11)

PX)={z|z. € X,FSIM(x)) N X#¢,1<i<n}  (12)

BYHAT AR S BRBHEIRIES R ERNR/DRER
P&, SR IE Hatk F — > P 3 B AR X A 50 T3 4 O ARG 3 SR
FRD, R AR B B AN (6) BT .
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RimES., RELRUFAEHNRGRIERIMBAEES,
R E ARG T B BB &M RN KR
TR, RS TRY .

OB :4 C=C,iHE y(C.d;

(2)5=1;

(M TF a, €CHHE 7(C —{a;},d);

WFEC —{a;}d)=9(Cd), W C=C—{a;};

(5E j<<lm, W j=;+1,5(3);

(&) % B4 C.

4 ETHBEEEIEMNMERSTELH

KB, AT TR — A R AL i 308 SR R B U A 15 B
R R TR LK MR E AT HRA.,

4.1 FfEMRERE

BRBFEERACQE 3 MRAREGEHE R . — T
RRIECHEER  MRR RO R G RIER N 00 LW,
a; $hT B0 BAERGERE, HMNHBENA—LEHE
R X F RN IR A ISR B T EmER—f. RE
BYE d HHIBIH R 2GS R. BRIREIRELEAME L
Re

A1 MsiisitEmER

a1 az az d
x1 0. 9318 0. 5028 0. 8600 0. 7608
x2 0. 4660 0. 7095 0. 8537 0. 6067
x3 0.4186 0.4289 0. 5936 0. 4445
I4 0. 8462 0. 3046 0. 4966 0.5978
xs 0. 5252 0. 1897 0. 8998 0. 4456
X6 0. 2026 0.1934 0. 8216 0. 2770
x7 0. 6721 0. 6822 0. 6449 0. 6725
x3 0. 8381 0.3028 0. 8180 0. 6335
Xy 0.0196 0.5417 0. 6602 0. 1463
Z10 0. 6813 0. 1509 0. 3420 0. 4384
T 0. 3795 0. 6979 0. 2897 0. 4884
Tz 0.8318 0.3784 0. 3412 0.5989

4.2 RERHOESTMAMDREK

WK RYE d % fRBRIS A A, B,C, D IMRKEH
MG, BT A AR R R BRI 1 40t B SRR B R U 1T
Bk, TSRl INE 2 IR .

10 T //\ ) /f——~
B > BB, 0 BG\_~ G
i N
/ N >
0 02 03 04 05 06 07 08 09 10

1 RGBSR IR R

-+ B,BB,0,BG,G 4HRIFR L, BE, — L 84 . %
SR,

FIFAR OO E X HERAHAR, AT LRI TH
PLSRALN] .

(DY (a1 »az ,a3)=(G,0, O HK(G,0,BG) i, d=A;

(2)¥% (g, »az ,a;) = (O, BG, G) % (0, BG, BG) =% (BB,
BG,G) & (BB,BG,BG) (G, BB, ) & (BG, BB, 0) 8 (BG, BG,
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BG) 8% (BG,BG, ) 5 (BG, 0, B® H (BG, 0,0 5(0, BG, 0)
(G, BB, 3 (G, BB.BG) 5 (BG, BB, G) 5} (BG, BB, BG) 5}
(G,0,0 8 (G, 0,BB) & (G, BB, BB) 5 (BG, O, O) 5% (BG,
O,BB)iit,d=B;

(3 Y (arsaz,a3) =(0,0,BG) & (0,0, 0) 5% (BG, BB,
BB &f,d=B &, C;

A2 MRk ii

a) az az d
1 1/G 1/0 0.8/G+0.2/BG | A
2 {0.85/040.15/BB 1/BG 0.75/G+0. 25/BG| B
x3 | 0.6/0+0.4/BB |0.65/0+0.35/BB|0. 45/BG+0. 55/0| C
x4 |0.75/G+0. 25/BG 1/BB 1/0 B
x5 0. 15/BG+0. 85/0] 0. 45/BB+0. 55/B 1/G C
x5 | 0.5/BB+0.5/B |0.45/BB+0.55/B| 0.6/G+0.4/BG |C
x7 0. 85/BG+0. 15/0| 0.9/BG+0.1/0 } 0.7/BG+0.3/0 | B
zg | 0.7/G+0.3/BG 1/BB 0.6/G+0.4/BG | B
xy 1/B 0.7/BB+0.3/B | 0.3/0+0.7/BB | D
r10] 0.9/BG+0.1/0 |0.25/BB+0.75/B} 0.2/0+0.8/BB | C
x| 0.4/0+0.6/BB 1/BG 0. 95/BB+0.05/B| C
12 |0. 65/G+0. 35/BG| 0.4/0+0.6/BB | 0.2/0+0.8/BB | B

(1) ¥ (a1,a;,a3) =(0, BB, (0, BB, BG) 5 (BB, O,
BG) =% (BB, O, 0) 2% (BB, BB, O) 5% (BB, BB, BG) % ( BG, BB,
G5 (BG,B, G (0, BB, G) 8, (0, B, G) 8% (O, BG, BB)
(0,BG, B) 2% (BG, BG, BB) & (BG, BG, B) 5% (BB, BB, G) 8%
(BB, B, G) 5, (BB, B, BG) 8% (B, BB, G) 8% (B, BB, BG) 5% (B, B,
G (B, B,BG® H (BG, BB, ®) = (BG,B, 0) % (BG, B, BB) 5,

- (O,BB,BB)8%(0,B,® (0, B,BB) i} ,d=C;

(5% (ar, az+a3)=(B,BB,O)& (B, BB, BB)#% (B,B, O
8% (B,B,BB) &} ,d=D.,

5 ZRSW

B TR R 2 A PO B D, 15 B R BRI A
AReE 2T BT BN EZ 2 RFT R, EEAREH 1
P BER K, Ze BT AE. MRAEBEZHMNE
Bt PP AR A, BT LU BITR 4 Y DR SEALIN , SR 5 LA It 24 2l
BT E LS Z LIRS R L.
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