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Virtual-user-based Public Auditing Integrity in Cloud Storage
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Abstract A public auditing integrity mechanism based on the virtual user was proposed,addressing collusion issue be-
tween the revoked user and cloud. After the user is revoked from the group, the manager lets the proxy resign the
blocks with the virtual user’s signature, which utilizes proxy re-signature to protect user’s privacy. In addition, the
manager verifies the user who want to access the shared data via a local list consisting of all users’ identity, with objec-
tive of auditing data integrity and protecting user’s privacy. Theoretical analysis shows that our framework achieves

significant performance improvement in security and privacy,and it can decrease the probability of an adversary to get

the users’ identity privacy and the data in the cloud.
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