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Reputation Formal Model for Wireless Sensor Network
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Abstract Security threat can happen in a wireless sensor network not only while relaying information to the end-user
but also while generating information. So, the conventional view of security based on cryptography and authentication
alone is not sufficient for the unique characteristics and misbehaviors encountered in wireless sensor networks. A repu-
tation formal model is proposed for wireless sensor networks, it provides a formal description method to sensors for
reputation representation, update and integration. On the other side, the beta distribution system is founded to be fit
for description reputation system by proving properties of beta reputation system; so, a case system based on beta dis-
tribution is developed. Simulation results show this scheme not only can keep stable reputation but also can prevent the

system from some attacks as bad mouthing and reputation cheating.
Keywords Wireless sensor networks, Data authentication, Reputation, Beta distribution
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