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Abstract In Linux, we often use Libpcap function to trap package,but Libpcab has proved to has low effect when the
net has a heavy traffic whit small size packets. In this paper, we design the packet capture based on Netfilter frame in
Linux, which is the new net frame of Linux 2. 4 and 2. 6. By registering hook fuction to the Linux kernel, we can easily
achieve packet capture. We propose the design and achieve method of trapping package based on Netfilter, and resolve
the kernel problem: get information of package and the communication between kernel space running process and user
space running process by Netlink socket.
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struct sk_buff{

struct sk_buff * next;

struct sk_buff * pre;

struct sk_buff_head * list;
struct sock * sk;

struct timecal stamp;

struct net_device # dev;
struct net_device * real_dev;
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unsigned int rec_ hook (unsigned int hooknum, struct sk_buff * x
skb, const struct net_device * in,const struct net_device *
out,int ( * okfn) (struct sk_buff *))

struct nlmsghdr * nlh;
char  data;
int ret,

int size= NLMSG_SPACE (ntohs(sb->>nh. iph->>tot_len)); //3k
4 netlink ¥4 B A2 7]

struct sk_buff * sk_copy=alloc_skb(size, GFP_ATOMIC); // 3k
18 skb z5[h]

if(éeﬁlé_cop%goto nlmsg_failure; //40 5 4% W 55 3 netlink 748

7

unsigned char * old_tail; //%& X FHRITEE

old_tail = sk_copy- >tall / /¥4 $5 1R AR BLEY skb Z5H]

nlh = NLMSG_PUT (sk_copy, 0, 0, CAP_MSG, size-sizeof

(struct nlmsghdr)); //¥ R B R F netlink 7§ &.25 8]

data=NLMSG_DATA(nlh); //#%¥8 . 8 {135 netlink 14 8.k
JFHBKE

memcpy(data, sb->>nh, iph, ntohs(sb->>nh, iph->>tot_len)); //#&

TP 2,3k % netlink 4.8
nlb->>nlmsg_len = sk_copy->>tail - old_tail; //HEBEKE
NETLINK_CBC(sk_copy). dst_groups = 0; //3kB sk_copy I$&
B, HEH T det_group BHIE N 0

ret = netlink_unicast(nlfd, sk_copy, pid, MSG_DONTWAIT);
//%ﬁlﬁ@%ﬁﬁﬁ%@lﬁi)ﬂ:&ﬁ WP ERS pd ﬂ%‘]v
HaR BHE VN & 28 I Ar

if(ret<C0) printk(“errorcode= /d\n yret); //ANEARI, ﬁlﬂ?ﬁ%

return NF_ACCEPT; //% 8@ R4 iR F — 4t

nlmsg_failure: // W BE X% 4B netlink H 4%

kfree_skb(sk_copy); //#&# skb 2z [g]

}
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void * cap_method(void * arg)
{struct iphdr * phead;
while(end)
{ char buf [2000]=“\0";
int count= recvfrom (sc, buf, 2000, 0, (struct sockaddr » ) &kpeer,
&.kpeerlen) ; //ME%?“P&W?%E‘ ARk fR A
phead= (struct iphdr * ) (buf+ sizeof (struct nlmsghdr)); //#{=
BRFE A E X B8 phead 1,
int total_len=ntohs(phead->>tot_len); //¥iBR LK E
pnmf( count= %d, length= % d\n”, count, total_len); // B IP
BB CK EA IP @.ﬁﬁ“ﬁﬁ KE,
packet_count ++; //BEH XK E M S G R
//H'Fﬁf’ﬁiﬂl#*ﬁﬂéf* EEAXHE.
Iseek({d,0,SEEK_SET);
write(fd, &.packet count,sneof( int));
Iseek({d,0,SEEK_END);
time_t t=time(NULL);
printf(t) ;
write(fd, &.t,sueof(t))
write(fd, &total_len, 51ze0f( total_len));
write(fd, phead, total_len) ;

return Null; }
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HWREUE HRAE
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80Byte | 100% 0% 35% 3% 0%
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