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Abstract Traditional access control models are not well-suited for the services-oriented environments because they are
mostly static and coarsely grained. An Attribute-based access control (ABAC) model is proposed based on SAML and
XACML, which adopted the authorization mechanism dynamically and fine-grained based on subject, resource and envi-
ronment attributes. The new model is more flexible, which is especially suitable for the dynamic, ad-hoc environment
for Web services.
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