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Design and Implementation of BLP with Time Character on Linux
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Abstract BLP(Bell&LaPadula) model is used to implement Multi-Level Security Policy (MLS)and Discretionary Ac-
cess Control Policy(DAC) in computer system. In this paper, system time is look as a basic secure element, BLP_T
(BLP with Time Character)is presented, and formalized. BLP_T resolves problems that secure labels of subject and
object are changed along with time, and that the subject discretionarily decides that who, by when, can access his owns
objects. Finally, BLP_T is implemented on Linux,and gain a demo. It is proved that this demo can realize time charac-
ter of secure labels and time constraint between subject and object. BLP_ T makes the BLP model take on environment

sensitivity.
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real time(t;) R real time(t;) _real_time(;) >0,
R i>j,

X REERERESSHA X,

MMARE real . time(t;) —real . time(t; ) =At , At Fg %, M

FASEMAME, real time(t) BT to PR B ELH

B, MIEBE,E A BHE WA real_ time(z.) HWERH
ET .

EX 2 XEEE) BT TRE(TXD, A ¢\t €
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3.2 BLP_T WyRE L BIRIE

t € T, B— N2 RM it , 2R ST,

LTRS(LXTR), 4(L(t»t;)) € LTR, M t; FREL24R
12 L WEEetE), RARELVAC L WEREE e, =2 +1,

ATRC(AXTR), Y (x(t;,t)) €EATR, M t; FemifilliF
Al z METEET IR, ¢ BRI AT 2 M RETHE, =2 11,

X 3(BLP-T K& RE )

start; TR—T ;start((¢; ,¢;)) =t;

end:; TR—>T:end((¢; ,t;))=t;

D_active_start_time; A—T; D_ active_start_ time(x) =
t:, if(z, (& N5)) €ATR

D_active_end_time; A— T; D_active_end_time (z) =
t;, if(x,(2:,2,))EATR

D_active_length; A—T:D_active_length(x)=( D_ac-
tive_ start_ time(x) - D_ active _end_ time(z))

L_active_start_time:L—>T.L__active_start_time(L) =
iy (L, (4:,4;))ELTR

L _active_end_time; L—T;L_active_end time(L)=¢;,
(L, ())ELTR

L_active_length: L—T:L_active _length(L)=( L_ac-
tive_start_time(L)- L_active_end  time(L))

in_range: TRX T—{ture, false} :in_range(z, (%, ;))=
(=) A<t

not_in_range: TR X T—{ture, false} ; not_in_range(¢,
;s )=tV (1))

in_some_range;: T X 2 —{true, false} : in_ some_range
(t, 2®)=Jtr, €2 ,in_range(t,tr;) =true
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(D Z ARV A R] H RBTE L i (] 908 T 9 /T LA 380  iff
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(8,0, ,x) €E=>xE& M; N\ in_range(t, , (active_start - time

(x) sactive_ start__ time(x))) =ture
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-4 BLP_T #& % Linux R Y&+ 5 LM

HAl Linux BERER AR —FETHIRAK A
(3R P, X PR TFAUR (2 DAC ﬂﬁ]ﬁ?fﬁ'ﬁyﬁﬁg
BT G 7 g et a1 18 1 AR JF % B B S48 B S e R 1
B XEH R RNER. BLP BEUR{X ] L SC R 40 %7 5
# 8 ETH RS, W E AT LAY 1L SURE B R, B fE B
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FIAR B EE S Mk, EABHBR FHNER . 43X
HFLLHFELRER, 7 Linux 93| A BLP-T, 3} %58
T BLP_T ¥ Linux #> BLP_T- Linux,

4.1 REHTIEEHENREER

B K Linux W EEH R 40038 178 F] (uptime) #1244

© RUHE LB E] (wall time) , B S RTSEERET M. WEDPREHE
BHP—BEFHEAPEN, 27 S RIERAPEN H
uptime B A3 N (time driven), XfF wall time, P38 %51
BhSEmt B BhEE HE R B B A 1T . SEBTET 8P (real time clock) £
FRFATR AL MM S, B CMOS £ & —i2, 3
Wt EARE M ta , BT A BMEA XA TRV REZ ) , KA at
Sh{nebgkeE THE., RYUS A, B ERUSEET T h 8 BT M
B FEICAEZE B xtime HF4E 8 b B [B] (wall time), xtime
RAFEMN 197041 A 1 B 0 00 BIHRETH 2B 2 AP
¥5E K Linux 3£ R 4 5 873 Brat BB RE— B &
%, 5ZLBORMER LR, BRA P FIERREREBE,
7€ BLP_T_Linux Z&H R LK HATe HEAEEANE S
ER, BN BLP_T B Larenine » W SR RIM XN 2R
B — A ERE B EHEYL(TCB H,

4.2 EEK(hREFC

7€ BLP_ T-Linux, #— M &£ R, T UEREH
Wik IR AR R, REREETIRPHEE
BRI XA B R KEREHEE
SE R EEURFEHRE, ETERERP, UXHE
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FRIEHELFICHERER N
{Ltl sLizy***s L }

o Ly =(L,(,t;))ELTR,

B A BRABUEE S, IR AT 2RIC NS
F U218 34 inode TS, KM RFERTITES
HI IR S S I R BB B S N SO & AR IE &
Mk,

ERET, ERBRNEACNEL T ERE:

AP RESRCRERGERAQBA P IRE, &£
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LEHEZA.

« AP RIBM B RN R 2R h AR R F SRk
BRE, AEBEHRLEBFARTRETFRHLARNELREK.
LHFREZRE FRHEE, #S 03[12].[13], X B AHE
Hitie.

4.3 FiaEHSR(ACLINT R

58 /) Linux #2408 R 4283 T M HIFR (ACL) %L
A ZAMBEHECRKN. FrifaREsiE RESREH
FARARER 7 i A SR 45 e R 2 A P R 4 W LA AR R D ) 3%
FERHERNFIR, ETERN#ERD, DXHZEEIH, X
BLP_ T Linux &4t # i1 7135 %1 51 % (ACL-T) I L4 4
BT

# BLP_T Linux ®&H, B— 1M XHFREF 152
AHBEH ACL_T %3, i— ACL_T f] LI H &AW, F—14
W — P9 H (Type, ID, Perm, Tconstraint) 28 i, 23 $1 3t
RIWMTF .

» Type: A RARRE. FARFHI ACL_T WESR
PR g TR S AL

- ID. P dAr ID. AxEH ACL-_T W FigEm
RAPEAmN ID5;

* Perm: FEBUUR . FIRZHIM ACL_ T W g A
JH B Ko s S R R AR

o Tconstraint B E) A4, FARFH I ACL_T METHE
FE B9 B 2R ot ST R A TRTAY SR AR A R B TR R

RFAMAREERELUT 625 (1)ACL-USER-OBJ- T f{
FEEEE; (DACL-USER T.ERBREER ELS MY
AN (3) ACL-GROUP-OBJ-T. A B £ A /-
#8; (4> ACL-GROUP-T. R & H fis F 7 &l; (5) ACL-OTH-
ER-T.AFKRT ER ACLHHH B AP AP HZIN
HA 5 (6) ACL-MASK T #H, ®#REK T ACL-USER-
OBJ-T # ACL_OTHER- T k&5 § it F ACL i fir f iF
BRI AR, eoh, e HREENGE ACL-T & H#, i
RAFOIRMNEZERA SRR E ACL-T P FE R, &
AT A4k ARAC B R EE ACL_T 1EX B 2 81 ACL-T
BN T B REE, R AL HRBRIN ACL_TEHNE
CHIERIA ACL_ T AUR.

BRI 29335 LA 4 2. (1) NULL_TIME. % 7% X i [E]
Z5, IEf ACL_T $h56 4L ACL; (2) ACTIVE_TIME. ¥
IERHEI 413 ; (3) ACTIVE-TIME_LENGTH: 3% b 5] & BF
#5375 (3) CONSTRAINT. TIME_ LENGTH: & + it /8] 14 3
T B ] BERR

BATET Linux LI T — BLP_T_Linux [F &, %%
ERS R, FRATTHE A E AR AN A Linux P 4%, 8 380F1 1 AR 2630
T, EME R ACLYER ACL_T, ¥ THRIER
i, AT X PRI R . LR RBRT AR
Fih R eAninet ERE | A R R 23R .

5 tEEERE RN

RATEL L E O B BLP_ T Linux &2 HLH =4
MItERE R R . B SE I & @ AL, CPU 24 Penti-
um R(4)CPU 2. 66GMHz, J{E 512M, 5 & 80G, Linux {4
fRA R 2. 4. 20, SEH BT AR 2VUHILE T TERS.

R etk AR 2 R T AR AR 957 SR i O ik
TReER. BREBFRKXEBREZLFH. open REAALR
B FRAERENSTEF XNREREA . EELERAR
RFEWIHUE LB FE.
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it —A time-open-read-check ¥, B L E B R IR,
B F open &40 AT H— M8 & M X Ui R/ IM) 3
o Z BEAIFE U 0 $T FF 3C 14 B B 18] 7485 38 SC 4 6 B ]
FES. FTFFSCHERT, open B 56 & V5 1A SCHFRIE R, R B
B AR A BRI 0. TR X AER TG , E AL
XHERHHBEEANFEP, timeopenread-check 72 /5 i 4T
FFICHF BB TS FIEE A SO RIS B R4, ERBE AR E Y
WRAEIRATLA D18 E. BIFES 00T, 5 0 Prid S a9 et | 77
B, IRSTHATH R, R E RS

open R RFITH XM B B XM E Lt
TR . PigikE3g 084 Boad, #R A Wr 3 st A8 4
BTN H R Z R B RR AT B R . LB bR
SeiE F 3R 3C M — N BB %5 150K BT BB 51 A2 N U 1Al 34 BT 4 B
XHBELKERE. TR, BRI EiE 16 ROBHEF
F H S 8 B2 3547 003K, 78 ] Linux #1 BLP— T_Linux
BRI HTRENERNLR, £i81T timeopen-read-
check 2Pt , RATIC KA SCFDIEE, RSL BT S {43h
BB, LA 5 TWRAE MBI R B, B 4E3E1T 8 IR, LB AREBERN
M= MERAFE— KBTI . TREENE LR, ]
JETFFRA DI EE, L 5000 (RAENTEF B, E%E1T 8
W, ZRPARIE 2 PR,

A1 RBIRSHKRE T4

X852 | %4t Linux | BLP_T_Linux BLP_T_Linux
ZHE/ B SR/ ps| BRI/ /s | SRR/ %
2 2.5 61.2 2348
4 2.7 86. 8 3115
6 3.1 127.2 4003
8 3.8 167.6 4311
10 4.1 223.2 5344
12 4.4 285. 6 6391
14 4.9 361. 6 7280
16 5.6 464. 4 8193
& 2 RGP B ) 4K
SCpE#E | 4848 Linux | BLP_T_Linux BLP_ T—Linux
SRE/ B RS/ ps| BEFE/ s | MBI/ S
2 10120 12121 20
4 10368 12158 17
6 10425 12173 17
8 10497 12192 16
10 10519 12250 16
12 10493 12351 18
14 10240 12405 21
16 10118 12429 23

BiER 1 SR, X FERE Linux R F, BLP-
T-Linux &b 28 fR 55 8K 57 4 m 60 i 1T 45 5 Bk 2 8 BRI &
FKEAHRAE 1 WA, REER, BEERES TR
Ko AL FR AR 55 TR B 38 hn 6 B SRD T B B LU 2R B 7. X
BARE, B Linux R ) 500 U [A] 4% R K 2, i BLP-
T- Linux 3%/ T SR v5 142 ] & — R P R H 2 .

RAER 2 ER A0 AR 558 K 894 %3 i 6L T 45 A B 1R
K,% 1 #1 BLP_T_Linux WA AL+ HPE—-THBZ
W EfEENREE ST H P SR AR . REHR
WMEFTFHMXFERKATESBREERURFRNEST
M, BBl R, BLP-T Linux 5| REHEM TR X
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¥ BLP_T Z2BURMN AP Linux BERSE, B8 T MR
R, SLIAER, BIRR T LA R R R R SAnich RIRRE . £
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25%, ‘

8 X X Mk

1 Bell DE, Lapadula LJ. Secure computer systems: unified exposi-
tion and multics interpretation [J]. MITRE Corp, 1976, MTR-
2997-3130

2 Branstad D. Data Categorization and Labeling (executive summa-

" 1)[C]. In: Proceedings of the 13th National Computer Security
Conference. Washington: NIST Press, 1990, 32~33

3 George F, Meade G. Department of Defense Trusted Computer-
System Evaluation Criteria [J]. Department of Defense Computer
Security Center, MD 20755, 1983. 382~443

4 Gligor VD, Burch EL, Chanderskaranetal CS. On the design and
the implementation of secure Xenix work stations [C]. In: Proc.
of the 1986 IEEE Symposium on Security and Privacy. Oakland,
California. IEEE Computer Society Press, 1986, 102~117

5 Gligor VD, Chandersekaran CS, Chapman RS, et al. Design and
implementation of secure Xenix [J]. IEEE Transactions on Soft-
ware Engineering, 1987,SE-13(2).208~221

6 Sandlu R S. Lattice-Based Access Control Model [J]. IEEE,
1993

7 EB, PR, AEX. IBBRELRELLMICHBRER[T].
R AR, 2004,33(4) :442~445

8 AXA.HEF,PHF . £t BLP R&AHMW—FME MR
L H EERERE] TANHR S £B,2001,38(11):1366
~1372

9 AXB,HEF. SRELBEOHLEFED] K2R,
2003, 14(01):91~96

10 BYUR.DEF, KR, — MRS EAERN BT SER
(7). #4248, 2003,14(3).547~552

11 #YeF, L, XISe I . ey M 454 i A A AR [T, & i
#38, 2003,13(8):1521~1527

12 S0 L XS . M ATREREREABEHNERS
BXHREMFRTER]. &F4H#,2002,30(5) . 763~765

13 XFide. #2 Linux RIERERE L Web RENEALEKS
SELHD]. Hb. hEBEEBEAFT, 2001

0950


http://www.cqvip.com

