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A Fault Detection Mechanism in Erasure-code Byzantine Fault-tolerance Quorum
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Abstract Fault-tolerance is increasingly significant for large-scale storage systems in which Byzantine failure of storage
nodes may happen. Traditional Byzantine Quorum systems that tolerate Byzantine failures by using replication have two
main limitations: low space-efficiency and static quorum variables. We propose an Erasure-code Byzantine Fault-toler-
ance Quorum that can provide high reliability with far lower storage overhead than replication by adopting erasure code
as redundancy scheme, Through read/write operations of clients and diagnose operation of supervisor, our Quorum
system can detect Byzantine nodes, and dynamically adjust system size and fault threshold. Simulation results show
that our method improves performance for the Quorum with relatively small quorums,

Keywords Fault detection, Erasure code, Byzantine fault-tolerance, Quorum

FEE SR R MBS K, AT MR B
RBAE. AEFERMHBRERK . HBRNFSERR. 4
— MRS RBIARRTE S EY &8, ENT N TRERR
BEMTE , RIUE BB RIER  RRERE B SR
FERM,

f£4; Byzantine Quorum PV ERER HERR F
T HRAMBRER H TR L E Quoraim REFARAPEER
B, B R Quorum AL T ERHEHMENITREK
B, REFHRMET S RaEmtEE, Az R HBRA.
KK, Quorum REM SR AR S AL, FHE Quorum
RO — N REBRE o R RAE TR SETRANERE
H. 3TEZERER, E4% Quorum RERTHEEHE 1
BRPUEE A ERE, SRR E P RIARHLZ K TR
2, EEN Quorum M AR BESHA K MAERE T IMA 5B
i Quorum REERITELL .

A EBFQ R LR A MM S . EBFQA 34
FEWA. 1.E-BFQ E FHLERAIE N TTR KM, 0825 B FF
B /NTAEGFE 7 BE Quorum R 4E. 2.E-BFQ o] LAZh A3
InAnE A EIE, BB T AR S ER R T R
A¥H. 3.EBFQBZfTH AT LKA SEW A, TR
REWH EBFQ P ERMEFR TS WM T S B XKNT
2 Quorum FERENFE T ENE BT T HEE.

1 E-BFQ
1.1 E-BFQ R%4#4

Slient Metadata Operati
e ration
Ef! ——— é
Read/Wmc Operatlon /" /‘

\\\ Metadat; Server

@“E.

S

Storage node

Storage node

gnose/Updatc Operation

Sup;;ism
K1 EBFQ%H

B 1368 T EBFQ &M H 4 MRS EEHEN
B TBERS S EHERS BT RES. TR
R AMEBAREL R BB E DI ED. FPRYEDE
F TCP R RPC #: O S5/ KB, R EE ARE.
L _ANEPREED MR N SWIEEETN, CH LS
AMEEMRSES. STBIERS SR TEIE. BERS
A0 FUAEAE T SRR RS, BRNBIFESE
Fi R BHR S SR EH RS A AR

1.2 BHENHE

EFMARETE P ST SBETREER SER
¥%. ERTFHAZKNRLEREANE PG ER AT

OFXBAERERABERST H BT UASREREEN AR REMRERBEADR" (6037308 ¥ 8. 3 A #L4 HRHm
FHENRETER AR #8282, RN N SR ERSE, R RMNEE ORI AN ME A BEE  BIBE. TR N

ARG BN A BRI LB R

.‘ 75 .


http://www.cqvip.com

BB T TRAS, BB BT STREA
AT HRERMAIEN . B ERTTEIERS B SE RS %
. N RHEALAI , — AN IEH IR SO X BT A R
TR WA B

£ E-BFQ 71 SR Al mrof-n ISR 1E R TTAR
g, — MR RGR DN m ABIRE BEEX m N
BAMHESN nrm MREHEE. BN EEXT AT LU
P n NEEREL, AN MY SEMEP - RIER. X
SO B AT e ANEREE BOER T LU i SRR

R THRIER P LT B B A B R R
XSGR MEEYE, 7 EBFQ PAEESMEERITE R
— ARG, N MEIEB R A RBES H (ccry
ce) HEMEB M AP YER—IWRE, ZFH
BRI (cety e veen ). RGBT LB MNENTE
PR FEZ N DBt EH K CCF D fE{ccryrca }
FExt R BI3E X B IS CC, & P HLu] LAHI B D BB IEH, W0
RCCECCH%E, W DPIELAK. ENUDELBEEHN.
XK EA AR G B Quorum REFERE b6 MER{ca,
e o WRATF o+1 NS IR [ B i A B S5 AH [
{ceryeycca }» BT ARRIA B R4 BUIE B I 38 U3 RY

FHE B S (ccr» o vea | FME RICREMRB S IR B
PR AT TERAE A X R B B BT A A1 s

1.3 E-BFQ#¥

h TARIE AR/ B/E0] LUEM M 347, 52/5 quorum
HSBEEHE—S&G. RITBR—TRERM mofn
AEEERTIRER, REPLE N MR Y ES
HONEBHEERSEY . E—1NEBRER.ZPES
E-BFQ i N SR % EHE, 5 quorum Q, W2

|Q.|=N

EBFQHEEH BB L WERFM T ST RE BIE.
B HP Ne M EERT B8 BALE—ITRERGET
AR N—bo AW R — N E¥E. Ne MERT R
ANFE G REYT S AT B R — M ERAE .

Ne+b < N—b

Nc<N—2b

9 T ARE— ARV o] LUK R b m BUHEEY , (B3R 1E AN
EREELEE mto MEXFHT . ATRIEZXER
BB, RN EREEDER 26+1 AN XFMT
B RITEX

k=max(m,b+1)

—AE quorum Q F1—AE quorum Q, SR XFE
D h+b AN TR A

QNQ.[= k+b

BRI, SRR A T RS N—Ne M RAEGH
R SR BRSBTSk BT E VA 2 +b6 AN IE
HAEAEY A, BT ATE quorum W2

|Q. | —(N—Nc)=k+b

Q= k+3b
XERE —MEFRELEFEVIE k30 MEET A
2 E-BFQ Hif{E

E-BFQ $iZfMERELT 3 MHBZEHR. 1D iR Quo-
rum B, XU B P %15 B Quorum FLE L B (.
DEBIEP A R R, R P R XK REIEEH .
D BHEEE M quorum F{E H 5 E A B quorum 1,

2.1 Bk

o 76 o

000 http://www.cqvip.com|

Quorum B¥E LK (N, b, N 38 Quorum ¥, 5 14

FAGH BB, Quorum R E-BFQ F 768 m % H,
YFWEET A MARER & E W S ERE, Quorum % &
R4l B EERE AT T [ buin > boax JVEER . E-BFQ 1%
AN SR — 9 Quorum B EIA, 7 GET_VARI
ALBES BHH » B P 10— A 3bma+1 NFEAE T M quo-
rum 53K Quorum ¥, WHE quorum FE A 26, +1 4
SR B Quorum B, F P kB A & BB T 1] BB bmae +1
AW ERBREESE . R T 5 E SR B i (W BR, 1 LA g BT
BT ARSI B E R R GIE N— b N0 B
B (B B AE .

JFIRBAR Sy m BB B XL B BLBE G 9 B9 8 n

EIEEL TR X BRI RG. BP RSB
e DB R (A B S B R 5 A B R R B R
BUEHEE S R 1 R B STORE #* R % B BT R
B, MEPRBIED N—bo M SRIRAL, 5 RIESTR.

D
2)
3)
4)
5)
6)

WRITE(Data)
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if v=FALSE return FALSE
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STORE({D:,**yD,} »attr)
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return(V, max>

else
return FALSE

STORE({D;,**,D,},attr)
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end for
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return TURE
else .
return FALSE
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4) ResponseSet=Q,

5) if no more than 2+ & storage nodes in ResponseSet return max
then

6) return (NULL,Q,,NULL>

7) remove the storage nodes from ResponseSet that don’t return max

8) if no more than % storage nodes in ResponseSet return the same
attr. cc then

9)  return (NULL,Q,,NULL)

10) remove storage nodes in ResponseSet with different aztr. cc

11)for all storage node N; in ResponseSet

12) read Data Segment D; from N;

13) if the hash value of D; is not corresponding to the value in attr.

cc then

14) remove N; from ResponseSet

15)end for

16)if | ResponseSet | <m

17) return {NULL, (Q, —ResponseSet) ,attr. ts)

18)choose a NodeSet that contains m storage nodes in RsponseSet

19)return ¢ NodeSet, (Q, —ResponseSet) ,attr. ts)
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1) if timestamp=NULL then

2) system error

3)else

4) for each storage node N; in NodeSet

5) if timestamp is larger than the time that N; joins then
6) Ni. count+=1
7) end for

8)for each storage node N; in NodeSet

9) if N;. count>>2 in 50 s then update &
10) if N;. count™>M in 200 s then N; is fault
11)end for
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