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Research of Online Evaluation Model and Algorithm for Network Attack Effect

WANG Yong-Jie JIANG Liang XIAN Ming CHEN Zhi-Jie WANG Guo-Yu
(School of Electronic Science and Engineering, NUDT, Changsha 410073)

Abstract In order to achieving the network attack object perfectly, it’s very important to evaluating the attack effect
in real time and making proper attack strategy. The relationship between attack effect and network security property is
analyzed. A definition of the network attack effect based on the change of network security property is given. The on-
line evaluation model and evaluation algorithm for network attack effect are mainly studied in this paper. The evaluation
rule and evaluation metrics are brought forward. The framework and design method of the network attack effect online
evaluation system are described. The evaluation algorithm, attack status graph generating algorithm, attack effect pre-
dicting algorithm and attack scenario decision-making algorithm are discussed catefully. Finally, some problems which

should be researched thoroughly in the future are pointed out.
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