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Abstract Existing anomaly intrusion detection algorithms based on machine learning are usually founded on the equiva-
lent learning of all historical dataset. Therefore, the learned network behavior profiles depend on the historical data
heavily, thus behavior characteristics of current network traffic can not be represented exactly. At the same time, the
network packets which arrive persistently with high speed and large volume can not be stored and maintained in time
because of the high time and space complexity of the anomaly intrusion detection algorithms. So, a kind of two-phase
intrusion detection method based on data stream clustering is presented. In the method, the statistical information of
the network traffic are collected and generated on line firstly, Then the statistical information which can represent cur-
rent network situation nicely are used to detect the intrusions. Accordingly, the influence of historical data can be re-
duced. The empirical results manifest that such a two-phase intrusion detection method has better detection perform-
ance than that based on all historical data, as well as resolves the problems of insufficient system resources, such as
memory, etc. , to improve the flexibility and concurrency of system.
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