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Abstract An off-line anonymous electronic cash system based on RSA blind signature is designed and implemented
with the technologies such as Java Applet and Java Network Launch Protocol in this paper. The system framework
combines B/S with C/S, which is convenient for online payment through the Web and point-to-point payment. The
bank and the client are authenticated strongly by digital certificate, the interactive information between the client and
the bank is secured by SSL protocol, and the client’s data can be saved in the local disk in an encrypted way and also
can be transferred to the smartcard devices.

Keywords Electronic cash, Blind signature, Cut and choose

1 58

BEE TLEKPIRLA H R R B TR 55 AR AR A 2 3R 1L
T4 R SR AT B S MR 5 S0 IEE BB
EAMANAR. BTFXNRETRESENPEELXR
HIRT, R TRF B UETHEMA M, A XN AL B
BHESHRAEEHR. BTFAER—-FHEFEBRRE TN
IR EAUBERBL K MR TEFEM. TS
BHR B B KPR E , BN T RS RA M
SRR Ot AT ER M AN (A P SR
AR AT BB AR FHESHHEY . D Chaun F
1982 FRERE—-NELXN ELNETFRASFTEY, XF
1988 FRE RN — M HAN. EANWEFAEHFREY. BT
AECLLM T 20 FHEMER. FIREIBREF TRIHHE
BWMAFHERA SR T RS R ARPE ISR T
ERFHLH. L5 1 HEFEEERFEAE THS TR
BEAFER, BT T RS REBEER T — ML, TR AR
FARTRR AT R, FXERHXAMAT Inter-
net Z kM, ERF B ISR ES . REH
FUERESREA N, TUBUL, i FISTER KN 7
Sl edAIRE T RS R,

2 REEHgIT
D. Chaum F 1982 F R BB THRFEEAWELD .
—NERFELIERA P ELEZ R EBIN, P

RIS L EMEFRENHENEL, MELEREHAN
BREFEZNHENNEURES, ML EBIAFERS™

ARHEEAXTREITEXRN, BEEAERELEESEN
SR, WHL T IS R FEREEE ZHNLA,

PEEECHRERFELEARRY N A TR TFHE
B, ERAXRENRET VAEENIEFTEATHOTH
AN -

DAPSTHEIEN n MR MBS H#ITE . BT
PEBES n— 1M ERAPBEREER T, WRELRIE,
MR T A HFREHITES

DRAPHEHEBRENERFHERS, B EFAE P
RESHPHBSBREERE. SHAPERFKHTHR.H
K= EREOLIRE AP SRR IR R MY TERE
A, BFEETIHE BV REF AP RN EE R R %
HWITHAT R, WERPEEAR TR TETFHE,
BT USRMRE R BERAP MRS RER.

HTALE-REBRVHFEHHBPEILBRAR
U FRS BIT®E =0, HEAERUIRE 1 fix.

HETFE 1A 3 AR, Bk BE AT R A B/S B (A
FERITZIEEND SSL s E L M % & E A TE R, i
ARA C/S &M (A Ed i F Il & BB R4 HEEMET
HITEEEE AP EEMNBTHETE T ETFASER
B FRBETHAED .

AL R G KA Java B9 P4 I3 3 B3 (Java Network
Launch Protocol f§§ #% JNLP), JNLP [&]f}E % Java Applet
Fil Java Application B & . INLP B FE47 04 3h A M AR
FHRTRERE, YA LN, 7 LI A SR E HRRE
A .

»ESME . ER ARRERETH (60503005) ;" RE ARPEEE E AR BT H (05200302), WBHF HL. B, EEHWAFTHAER
5R%Ee, THE B 088 0LE8M, EERRAAAMERSRHAEL.

« 129 -


http://www.cqvip.com

2 o

/ BB

A1l BTReEARE

B, WELE Tomcat FHELE web. xml, Biinan T 5,
PASZHFRE. jnlp BRI
{mime-mapping)
{extension)jnlp{/extension)
{mime-type) application/x-java-jnlp-file(/mime-type)
{/mime-mapping) '
KRG, ERAE K JAR X4,
B4, 818 JAR X4, 0.
jar cf JCash. jar . class
583, Fl i keytool GI|& —AFhHA B keystore H1, R4
KRAERFARDGABESINEE 40
keytool -genkey -keystore jcashKeys -alias jcash
B=45, BRI &S MBS RE R JAR XE, 0.
" jarsigner -keystore jcashKeys JCash. jar jcash
EE ’ﬁﬁ—/l\ xrﬂl *&itﬁg jnlp XF*%ﬁu JCaSh jnlp:
(? xml version=%1. 0” encoding=“gbh2312”7)
{jnlp spec=*“1. 0+” codebase=“http://localhost: 8080/
test/”)
{information)
(titleY B 1L K22 F I ST H 41 (/titled
{homepage href="*/test” />
{/information)
{resources?
(j2se version="“1.2+" />
(jar href = “http://localhost: 8080/test/JCash.
jar”/>
{/resources)
{application-desc main-class= “webcash. purse. JCash” /)
{/inlp>
XEE, TEN W 288 A http.//localhost: 8080/test/JCash.
jnlp, EE LA 3 B KRR AT JCash. jar X407 FIRRFF

AP AMEREDRTE 2 iR
st

RIS [k R
AFr %A—?'ﬂ’ﬁ‘ : INLP I 'r 3 |
|im A LESiE

o FEE%E I ¥
| ™ | l BE l XY R
[xHcn) PAEEZEEE
FAECH )
[=x ]

B2 mrMpgReEnsit
+ 130 -

D000 http://www.cqvip.com|

2 PP W R R T K PO il R F M B AR 5 CLL 0 B R 3R
SER R G TRk Z/E, AP MRS A TRA
Java ILEWSTATBRFRATHE TREH N, M TINEF
R AR FRERGHTRE, H TFEe%)8, A
P AR IER R NS ERE R A 2 B TR E RITRAT
BEMAXNEBZIG, R A shE TR,

3 WhiiEE

3.1 EREkil

B BT —A RSA AREGIRT, 2K (e, n), Fh
FARd,n), RPBENHE p X KRERA 21, 22,05z, Fl
z'haleyn s W @ =Dy A<G<p) , IDy REFAS
S5 B

A R H T EA Sy, =H(z),y,=H('),
PRSI T RSN M= (amount, 3155153255 25+
Y0¥ ) P amount REFEBBRMEH. M THRAEREHEY
B ST EENETHE MPBEREAIPNERER
IDy. RPN E— N KRER L ERNEE T, AN ES
m=HM), FIFSRITH A . 83 m #HITHILZEHESH
RIELBIT AFEIE AN (m Xk mod 7,

BITHHCHRAA T EHHTEL  RAGEELTH
fREHRRB P B2 ZIEEETERR (mXE)? mod n,

Al kR EAEFITETURRSaBTEEN
AEFRE ITEFENT

(ka’)dmod =dek'i
k n k

mod n

=7_nfkﬁe mod n=m" mod n=signed Note
HHp signedNote {ERMBRITER THRETFHE.

3.2 EfHhR

FA P #B(M, signedNote) & 36 4T % » B 2 8 S5 ¥ FRERAT
BIAH e RRAEH FHE KNS EME, RIED R EIAN HM
=signedNote’ mod n BRI . WREF WL, NIEH B F
REWLEBTELANAEETHALS. REHWREX B
HLPGIRE ~(BIR R p i :rore s e DB AP BARRIER
FREEER. RPRERKGENLERE SR AEE
) RISpart(Z5r B {5 B) . RISpart R RIEH S HHE
B HAZTIELEBNEREERBAHR, REASE R

FAPRERRREEROBRE A CHEEREE
RISpart 3% [FI45W§ %, RISpart BRME TR

RISpart= {z ’;—_0

. BHRERENN TR - WE— 1R, ERIER
FIREB RISpart BRELFWHR T K-
) {H(If)=y;
H )=y rn=1

R R AFBL, ME B AP R R FREMA A
K EHh—3.

3.3 iy

BRI (M, signedNoet, RISpart, r) RIEHBRIT,. BITH
RRAEH FHE KA SRR ZRWEB RN EHES
—H. AEERUEEGCHEREHRREEIFX.

GUTENH WA RISpart REMR A LUBES A
WL RREBERFK. WE RISpart R, WXt F KB

Vied,2,-,p

;=0


http://www.cqvip.com

MJ‘“‘iB‘JWﬁ\}?Eﬁﬁﬁ r(risrzs s rlp)ﬂ] ro(rorsras sty
rop) s AP R HAGE T IG5 RISpart, 4477 LUE
I INEICR P BB R R

X FREALAE A 24 p HAFIIBERLE r 0 r, HLBTH L
SEE—FEBERA (1—277) W AR AR FHFE RS —fu
$ﬁ%’@&%}% i MARHE B s . BT IREL B
TR AP EIMER [Du K D2 B ' Dxai o

4 REMSH

ARGHET RRABRFEANEZ 2N, RAEANE. A
WO AT ER LR A EEF ARG R LR

M T AT RRMAERE BRI ILE UL
P MEURBIE N T2 BHE T RS R 42 SRR %
2 UAREAZ A B i %2 2 (TR I Z [ i A R B A =
BT %Eﬁtjﬁlfi) PP AERGK I 7] BEFFLE 30 T PR B
Al&E.

DEFLITREH G B8 W7 AR #k e L
B Lo SEbris TS Pr S M EE /D,

DEERME TR PEE THRNA, HHEE.

NB-ENVELOPE U /- @2 #915 £ W Br & MR 7
BEHBH . WRTHTIR 8 3 V)RR P, T AL —RE AR
5 1L XFERAT Y. 5 ENVELOPE B 10 A, 4047 2R A
FHE 9 MR T B K5 B s iR U S P 5 6, 3R
LR I AT e A 143 Z —, 1R ENVELOPE Bt
100, B2 P BIEB T RA B2 —. 2R, A/

D000 http://www.cqvip.com|

ARete/pEXfT EER.

NB_RIS Ui FHE AP BIRENL S 4 55 45 B AL XS
BoH. KR e AR B RIS fo X B L T & B0y
Ko MTFRRARRRKRE R % LB P R h
P RIS B $h B8 — MU AR BRI - ER %

LR p= 1——— FEt, 305 NB_RIS B 10, ] pro=1—

ig 0. 999=99. 9%

2 10

BE AUTERGMARGEET RSA LHIEHES, WL
W THEREA NI EAN Rtk WX A 1
LY. BT E ST RS R HABR L d T X
MHAGR P ab B loe T3 2. RS, 38 o U HFTE Internet
EHFTAT B T BT B SMS JE X E g &
FHEAMRGE LET AT ERHPARRER

2 % X W

1 EEH.¥EE - HXR. TRENETRHEEEGWE T
MERE . BFF¥H,2002,29(7):1083~1085

2 Chaum D, Blind Signature for untraceable payment. In:Advances
in Cryptology ~ CRYPT(O’82, 1983.199~203

3 Chaum D, et al. Untraceable Electronic Cash. In: Advances in
Cryptology - CRYPTO *88, 1989. 319~327

4 Manho L, et al. Design and Implementation of Revocable elec-
tronic cash system based on Elliptic Curve Discrete Logarithm
Problem. Journal of communications and networks, 2002,4(2).:
81~89

(L% 89 70O

WEB
SERVICm | METHODS | | METERS ||

B3 BRI % Web 55

B TSI Web R 7 B0E L P4 SRAL 5 B8 T P
I FNE IR S5 i AL B (6] B K AR B 55 AL B AR
TR . B AR HTTP R 2 —F R 2R, EIRS
FRUGIE B 2 B 7 W L SR SR INAT S T B AE . AR BAT
£/ HTTP Ki#&ER— MBI Web R 55 275 2 8 v B048 e
HEHFHPITR?

KEBSPEARE b, A 55 AT L F — R
MR B PRI, — D TAERBF RN RN N FF R
% ML FE S5 i T 4R MR M5 AL B 3 55 R
AR, RMEE TSI hERETEE AP HRE
4b78, Bk, BMERATEE A HTTP KR — K B R SN
Web fIf 55, BT AT LAGE P 351 LM SR Mg 12 8 55 HEE , T A B
B R IR S5 AP R E S RAL A

gt EGEIEER Web I F 1WA B 55 B T 2K B
RBLA SRR B PR R D AN BR AU R E K
BRORERIR, X—HEER T REMENERHS .5 —
HEERBIEREKE R RTER SR FEERBERBENAA,
A BEEEERISME Web N I #EITACH. . $4EE Web iR 558

AR, B0 THAE FEIR] Web Ji7 FH 38 3, 66 45 0048 FE M
REHEER TR, A Web IR55 BN T H IR 5515 R 4%
MR EEHRE . 4 3CHE 07 R K B3 FE[F] Web
RS BARB AT, EH EHIBBIE Web RFFAW, K
o ERRE S HTTP Bl £ /i SOAP-RPC BB Xk (8 A
Web [R5 #9, B £ T4 XX MR B RAREHN. 5o
AT ER PSR AR Web 55, BATHIT &
T—RERN TRRBEAEA. flm. E8dEEERA
) Web IR 55 ) WSDL XX, B 375 B IR 55 A R Z MR 55 T
BRAE s B SRS P AR A9 3R 2 Web IR 55, 2 B WSDL
X%,

2 % XM

1 Hacigumus H,Iyer B, Mehrotra S. Providing Database as a Serv-
ice. In: 18th International Conference on Data Engineering(ICDE’
02)2002 IEEE

2 Simple Object Access Protocal (SOAP). http. //www w3. org/
TR/SOAP

3 Universal Description. Dlscovery and Integration (UDDI). ht-
tp: //www. uddi. org

4 Web Services Activity, W3C Architecture Domain. http: //www.
w3. org/2002/wsk

5 Web Service Derscription Language (WSDL). http.//www. w3.
org/TR/wsdl

6 Malaika S, Nelin C J, Qu R. DB2 and Web service. IBM SYS-
TEMS JOURNAL, 2002,41(4)

7 Database Web Services. ORACLE White Paper, November 2002

Brogden B 3 . SOAP il Java #2458 . 7 Tolk At

9 IBM Web Services Architecture Tam. Web services architecture
overview. The next stage of evolution for e-business. IBM Tech-
nical Document, Web Architecture Library, 2000

10 Semels, RFEFHRE . Web Services A RHWHNH . BFT

Al R AL

e

+ 131 -


http://www.cqvip.com

