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An Anonymous Fingerprinting Scheme Based on Group Signature

TAN Shi-Chong WANG Yu-Min
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Abstract An anonymous fingerprinting scheme allows a buyer to purchase digital goods without revealing her identity
to the merchant. However,as soon as the merchant finds a sold version that has been illegally distributed,he is able to
retrieve a buyer’s identity and take her to court. A group signature scheme allows a group member to sign messages a-
nonymously on behalf of the group. However, in case of a dispute, the identity of a signature’s originator can be revealed

only by a designated entity. In this paper,a new anonymous fingerprinting scheme based on group signature is pro-

posed.
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