D000 http://www.cqvip.com|

HEHES: 2007 Vol. 34Ne. 3

E T A S RENREN EIRIT 1P B E % NSPPM*)

& # XRAE
(BEEIXEFTENMFEERARR B 21009

B E ALBERI-HREARMEEA IR A EB2ERL X, 07 —FHUGE TN OIRTE
REGAZiBIZF F NSPPM, #H RRH T HAA M4 A iR R EH LT 3 A L2 A Internet F,
AR E T — AT A 9 A0 & L4, NSPPM 5 R TR UF RN FHH AT h A & F R4 $ & DDoS A £ 3#442
(EHR G R ERA HIRF LR FE L3 ISPy ihte. Pt RXHANRTARMGLEBZTERE X THA
AR ENAEBRTARS LA RRGITHLLE.

X@E 1P &3, MALe4RiZ, NSPPM

A Node Sampling Approach to Probabilistic Packet Marking-based IP Traceback
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Abstract In the defending of the distributed denial-of-service attack, which is the most intractable problem in Internet
security nowadays, tracing anonymous flooding packets to their sources of origin (IP traceback) is of great importance
and in literature there has been considerable interest in this topic. By employing a novel algorithm of node sampling and
the subsequent algorithm of attack paths reconstruction, we present in this paper a new solution, namely NSPPM, to
address the problem of IP traceback, which can be deployed incrementally while providing backwards compatibility with
the existing network infrastructure. As compared with previous work, our approach allows a victim to identify the
paths of multiple attack traffics both “on-going” and “post-mortem” without requiring the operational support of Inter-
net Service Providers (ISPs) only at the cost of some computations added to each router with a trivial overhead. Moreo-
ver, the approach offers an efficient attack path reconstruction algorithm, which successfully circumvents the combina-
torial explosion problem incurred by other techniques.
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(FARFEEOOMICAS R S RWEEEaEY . SIBGERNITTELE
K Z B AR S BGEE 7T DUE o 3 R R 8
OB ARTEER G ERREIRBRIGENRRE.

IR FPATRERCE RN 1 iR R
AR RN PSLBOHE dik R T B — AR
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calculate PSI from ER ,

for each packet w coming from the ingress points

w. psi<PSI
w. distance<0,
generate a random number —x from[ 0., 1)
if x<p
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w. node<1Pgx.

w. distance<1
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for each packet w to be forwarded

generate a random number— x from[ 0. . 1)
if x<<p
then

w. node<IPgg
-~ w. distance=<1.
else

if w. distancez0
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w. distance<w. distance+1.
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let AP(Attack Path) structure contains:

int distcounter [ maxd].
Node nodes [ maxd].
int max_ hops.

let APS (Attack Path Set) be the map of (PSI, AP)

for each attack packet w in a DDoS attack
if w. psi is not contained in APS
then

insert a new item (w. psi, new AP) into APS
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if w. distance%0
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APS [w. psi]. distcounter [w. distance] < APS

[w. psi]. distcounter [ w. distance]+1.

APS [ w. psi]. nodes. [ w. distance |«<—w. node.

APS [ w. psi]. max_hops<w. distance.

for each psi contained in APS

extract an attackpath. APS [psi]. nodes [1]
+++ APS[psi]. nodes[max_ hops]*
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