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Study on Mobile Code Safety Based on Certifying Compilation
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Abstract Using certifying compiler for the the safety solution of mobile codes is a new approache in the literature, fea-
tured with that a large percentage of the load for checking the safty policy can be transfered from a code consumer to a
code producer so that the much run-time load at the code consumer can be reduced. Besides, it is more trustworthy and
can support the verification of anonymous codes because the code itself instead of the authority of a code producer is
verified, An analysis for such a reasearch is presented in the paper. It can be seen that supporting a higher level safety

policy would be one of the potential focused directions in this area to get more widely applications. Our preliminary

work on this direction is introduced briefly between the lines, in order to share it with other researchers.
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HEMEARHF A R, B 30{0F% (Mobile Codes, i Ap-
plets 71 Mobile Agents) i R M\ % F H 2 B EWEMH.
B 5 R R, #REROAERBREFUHHIRE K
MEVE S R A A | B I G fof /8 P B g AR BT 4 2 B 2 24 R)
BEANMIRENE ST —.

LS kA BTk SR A W i) 3 7 Rt

(1)ZT 5 43 1A iF (personal authority) i k., ZEIEFT
FCTSAT LS 2 7 (code consumer) LB XIS A 7275 (code
producer) ¥ B4y AT IATE, S, FEHIINBFEES.
AFBHEEARNY . XX FENREBMELERDE R R
POHBASTH. HEA -MRIXHHE A, ERABRIETT
BRATFAERE LRE ENRP. RR.BTHERE
WIE, R E R KM EZNRBE=FREAESD &
HHH.
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R IR ], e R R R BN E
REiEl, XBFEORAERE, BHER, BRIARREY
R, BHERR T I R B Ui r] R B BT M R
SRR R AT BEE . ‘ ‘

()T LSl (code instrumentation) i ik, XL
AT O, S SRR EE AT AT A2 Bl 4, SFI
(Software Fault Isolation) ™ £ [t 26 F 889 — A BlF. [3]

R B %24 8 L (security automata) Bk E L 2K
W% (safety policy) , R FEMBHHE R, RTDTN L EH
AR ATEE W EE, WRFERERINER. &
T A %2 2 SR B 25 VRS B AXAS, “iE 17 e "Rl M AR s R
KM, '

IR NEN R EHRAETES WELHE (an-
guage based security), | X HbiF. AILLANEAETETR
FiHEE B (R EE A MR R IES) M —
MEEUMPTEMER.

BRFERE —NERAF Y Java, BiRIF T ETE
HHUBHILE A Applet HLEIS , Java BT B A F—4
bytecode BHE RS, AT ABAIR B A 7208 R IR AR L2 45
BET-AAIENTEEEE, AXBRHTERERREL
FEWE , N2 RS 1/0,

HR & Java XEEAHLHEITRRESBRBER L NEBTT
BHERE, A TARERZAE, ~RFANETES
BT REARNE, KO B E 2 RIEAIE S B
RIEF=F MATE R TS ERER, XERF LN FHE
FHRIARRBEARG H .
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HRRPMERZ X, R FE R ERBUEREE

OFXRAERARPEELTHE (60573017 ¥8), BPREX WLHALE, IRFRARIFRFSHF A ERIER.
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B GEWEE RS 1o, BRATE AT ABCE SFER,
HARERSEE LR R4 FRENHIE S, e 472
AR K (model checking) B FF R . XEHMELE
- FRREIAE B (certificate) ,
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—ERBE TR, L IH B B ARG R
FEP LA it AR, R BARUE (FURS 35 3477 At i) I AE
PLERAERRES T (S RE 1 HEEERR, 20 A%
(CRE =Pl i CIE P
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ETHHINARFEANELETFE 20 #4 90 R
A TG AR RN RE, ALK K —EEL K
FRAHGTFE T XA ENTRIAE., FRTEMATEE
REF AT BT R DL K& 250 0 S TR 4

George Necula FI Peter Lee #y PCC ( Proof-Carrying
Code) % i) FF @I THEZ —19, PCC thil KB4
B 1 RER RS TERRM T/, ABE=7H ARIA
AGEST A BHRAE, AN E BB AR L A3
BA-BEREFRAERRGHHE. FEREENHRE
(annotations) . UASIH B 77 ARIE B 5 M5 2 R X SebiiE
H R A B F— BB 88 2 X R 3 B B % 44 (verification
condition) , KA EERTREHEHERT REWELR
W, RREAEET BT — N EBIE AR, oA IR AR
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stone™ , L & Special]" ,
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O] (892 2 s LI A Hoare F3A3E .
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B BT FERBGHE KR BB AR HATR

LRI ARNRA . BARMBIZITE MR,

IR 2 R E DB — SRR TSR, . (D
HlmE e, RS NEBE E O RBEBERAKAER
e uuhl , RIS DR B EIA BB D, Wi EE 4
WA 8| RO AL s () AR T &tk B REIIR A S
HESEER ATRATEHNISRERREMERR: O
LM, X TARAETTE R R EGH) , 381 TR 78 B $0R A 3
RIS FARE . X R ERI ML 2R, KR EE
TIERAT LAV 2 Y 22 244 (type safety) , 2/ TALE®,
- HERARHRASHERARPIEEREE T LRES
H,EEENA MRS REE ST E LT LWR,
Wy R RtE R R M B ENR SR [3]hHELA
L), BT LHIE 2 (safety properties, ERARH“SRE ") ,
FEH (liveness, Bl “HH"LERIDE.
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AR T (M s 45 90 R AR A XM R LU B IERN BIA R 4 iE 5
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REFHERPBETRAMREERINN, BREES RN
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RAE B A MEY T Lamport TR ZALBEA 7Y, 3X
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HOBIEEMES (EEITEE M Petri MATHEAES )5 (3)
] LUK B AL B 3 2 R PR T B B R R AR S, AR L St st i 7
BRAZTHBRRIEFRT AR E A LR L
PEEAIRERN TR, B B INET Petri N
BRI RS B RN BRI 50 FF 45 B R RIUT R
S BBAE Bk BT FHIAE B A BIER M B R A 2
B (O N E A EE 5B Petri B8 B L Fon AR
RRABHARRZEH RITNERERE.

B3R Petri B8 B A 3R B P R 1 BB B9 B BT
(places) KRR FH ZAT AR 0 AP Ay Bl e il AR BOR 2%
T A EA 2T (transitions) # BT B — A Hoare RiKHK,,
e AN BT 4330 B PR AR B AR SR B BT R CBD R A4 3 T4
REEFER, RA—MEEEEARREE.
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AEER XNEXIERIRER : RIEFFRQE IR R
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A i CZERUWR 0 B Hoare PR A Grand Challenge [A]fH, 3
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