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Abstract Failures or discontinuities in secure operating systems may be inevitable because of internal or external rea-
sons, and then security compromises, First, a common security model is given out in this paper. Then it is extended to
in clude security compromises. And it is suggested to detect security compromises by analyzing security audit log. At
last, trusted recovery algorithms is argued how to guarantee security in secure operating systems. Aparting from pas-
sive defenses, works in this paper guarantee security forwardly, and promote reliability and recoverability of secure op-
erating systems. l
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