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Abstract The emergence and development of Semantic Web technology facilitate the higher automation of Web service
discovery, selection, composition, invocation and monitoring in a large-scale, open, heterogeneous, and distributed en-
vironment, Although the Semantic Web services addresses the description of the semantics of Web services, it also
faces the challenge of problems including security, privacy and trust like Web services. The main security threats of
Web services and the limitation of current security-related standards are analyzed in this paper. Security ontology is
presented and the definition of a security ontology in OWL is illustrated. Finally, the description of the semantics of se-

curity services included in a security framework for Semantic Web Services applications is detailed by extending the -

QOWL-S profile to make security ontology and policy annotations.
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