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Abstract Policies are becoming an increasingly popular approach to access control systems of applications in academia
and industry. As information pertaining to different policies has varying access control requirements, in this paper, we
prapose the definition of OntoRBAC, an ontology of a general RBAC policy. Supporting and extending the RBAC96
model, it helps to specify role-based access control policies more accurately for the powerful expressive ability. It also

provides more effective ways to integrate other policies in the semantic level. Some rules in form of SWRL have been

defined to reason within the OntoRBAC. At last, the architecture of implementation is discussed,
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Atom concept:

Atom Property: )
operation(Privilege, Action),
hasPolicyRule(Policy, PolicyRule),
grantec(PolicyRule, Subject),
requestor(Scssion, Agent)
juniorRoleOf(Role, Role),

Compound concept:

RoleActivate ¢ SecManAction,
DomainSpecial Privilege = Privilege N

SecMan Privilege = Privilege N
RoleActivate Priv = SecMan Privilege N
AgentRoleAssRule = PolicyRule N

Role PrivAssRule = PolicyRule N

Entity, Action, Privilege, Policy, PolicyRule, Session, Constraint

object(Privilege, Entity U Privilege),
grantor(PolicyRule, Agent),
hasPrivilege(PolicyRule, Privilege),
activatedRole(Session, Role),
seniorRoleOf(Role, Role),
hasConstraint(Subject U PolicyRule U Privilege, Constraint)

Subject C Entity, Re source ¢ Entity, Agent ¢ Subject, Role ¢ Subject,
DomainSpecialAction C Action,SecManAction < Action,
(= loperation.DomainSpecialAction ) (= lobject. Re source ),
(= loperation.SecManAction ) ( = lobject.(Pr ivilege U Subject }),
(= loperation.RoleActivate ) ( = lobject.Role ),
(=1lgrantee.Agent ) (=1lhas Privilege.RoleActivate Priv ),

(= 1grantee.Role ) (= lhas Privilege. Privilege ).
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