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A Key Establishment Protocol Based on Conjugacy Search Problem in Clifford Semigroups

HUANG Hua-Wei XIAO Guo-Zhen
(Research Inst, of Information Security®&Privacy,Xidian Univ. , Xi’an 710071)

Abstract This paper improves on an algebraic key establishment protocol presented by Iris Anshel et al. In our proto-
col, semigroup instead of group is adopted. After defining the multiple simultaneous conjugacy search problem (MSC-
SP)in Clifford semigroups, we give a key establishment protocol based on MSCSP. It is proved that if the MSCSP in
some Clifford semigroups is hard, we can use this class Clifford semigroups to construct key establishment protocols,
Hence it is possible to make use of semigroups as a platform to construct key establishment protocols, This paper also
suggests a method of using braid group. We may make use of the strong semilattice of braid groups (the disjoint unions
formed by many braid groups according to some rules)to construct cryptological protocol and remedy the possible se-
cure bug of a simple braid group.
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