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Developing High-assurance Secure Information System According to Common Criteria

YUAN Chun-Yang HE Ye-Ping PAN Xue-Jian LIANG Hong-Liang
(Institute of Software, Chinese Academy of Sciences, Beijing 100080)

Abstract Common Criteria provides a popular criteria to measure the security of system. This paper mainly poses how
to build a high-assurance secure information system according with Common Criteria by kindes of assurance measures.
Firstly, the evalution model, evalution procedure of Common Criteria and concrete security assurance requirements are
provided. Then taking example of developing secure audit system, this paper discusses the production of security func-
tion and assurance requirements of system, the implementation framework of audit system, the asurrance evidences and
measures during the development process of system. At last, the perfomance effect elements of audit system are ana-
lysed and some improvement measures are provided. According to analyse the meanings of assurance requiremens deep-
ly, the instruction in theory and implement method to develop high-assurance information system are provided.
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