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Applying Machine Learning to Chi-square Steganalysis: A Case Study
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Abstract In this paper, conventional steganography and steganalysis techniques are reviewed. In order to get satisfac-

tory accuracy of hidden information detection, machine learning methods are applied to chi-square steganalysis. The ex-

periment results are promising, and further analysis gives the reason for the effectiveness of the machine learning based

methods, Finally, we provide some possible future work of applying machine learning methods to steganalysis,
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3.2 ZRERFOW

LRSS RERmE 1.

A1 haesr AR A
INaive Bayes| Level0 | Levell | Level2 | Level3 | Level 4 |All Mixed
Embed 0.1 197.7273% | 97.9167% {91.6309% | 85.8000% | 85.4938% | 81.5976%
Embed 0.2 ]100.0000%)| 98.6111% | 96.7811% |96.3000% | 94.7531% | 95.6016%
Embed 0.5 [100.0000%]| 99.3056% | 99.1416% [98.8000%} 98.7654% |98.8372%
Embed 1.0 {100.0000%| 99.3056% | 99.1416% {99.6000% 99.3827% [ 99.1911%
All Mixed ]100.0000%] 96.1111% }77.9399% |73.9200%}72.4691%}71.8301%

J48 Level0 | Levell | Level2 | Level 3 | Level 4 |All Mixed
Embed 0.1 | 97.7273% | 97.9167% }97.2103% |95.7000% 93.5185% [ 97.3711%
Embed 0.2 [100.0000%| 99.3056% |97.8541% {99.0000%{96.2963% | 98 5844 %
Embed 0.5 {100.0000%}100.0000%4 98.9270% |99.8000%} 99.0741% [99.4944%
Embed 1.0 [100.0000%{100.0000%| 99.3562% [99.7000%|99.6914% | 99.6967%
All Mixed |99.0909% | 98.8889% {99.0558% |98.0800%}96.4198% [97.9980%
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.| Embed 0.1 }95.4545% | 91.6667% | 89.9142% 180.0000% | 71.6049% | 82.1537%
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Embed 1.0 [100.0000%] 97.9167% | 91.6309% |80.2000%] 71.9136% | 83.2659%
All Mixed ]97.2727% | 96.1111% {95.7940% |91.9600%| 88.6420% |92.7401%

chi95% | LevelO | Levell | Level2 | Level3 | Level4 [All Mixed
Embed 0.1 [100.0000%] 96.5278% |90.1288% 177.5000%]67.9012% | 80.7887%
Embed 0.2 {100.0000%{ 97.9167% }90.5579% |77.5000%} 67.9012% | 30.9909%
Embed 0.5 [100.0000%] 97.9167% | 90.5579% }77.5000%| 67.9012% | 80.9909%

Embed 1.0 {100.0000%{ 97.9167% | 90.5579% | 77.5000% 67.9012% § 80.9909%
All Mixed ]100.0000%] 98.6111% {96.0515% |91.0000%|87.1605% [92.3155%
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Level 0 | Level 1| Level 2 | Level 3 | Level 4 [All Mixed
Chi 95%
" | 100, 00034 99, 30864 99, 78546 100, 0000%4{ 100, CO0DY4] 0. 89694
Truc Positive
Chi 99%
70 | 96. 5909%4 96. 1806%4| 08 9270%4| 9. 850094 90. 8457%4| 90 2922%
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Chi 95%
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