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Abstract There are limitations on the traditional user identification and access control of database security mechanism,
such as in preventing the illegal actions of SQL injection, misusing authorization. However, most of existed intrusion
detection researches focus on network or operation system, so the paper presents an algorithm of unsupervised anomaly
detection based on DBMS, Firstly, the paper defines the expression of database queries and similarity computation be-
tween queries. Then an anomaly detection algorithm that includes three phases: clustering, labeling and detecting is

given out. Finally, an experiment result on a synthetic data set and a result on a real data set for detecting SQL injec-

tion are reported, and the modified algorithm based on index also is discussed at the end of the paper,
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B 1id (O3B ] C & £ FF & B TR RE A, B tid
(O)={ala€ tid(qid) NgidEC)

BN 6CREZRE) MAEHEARKCIHERRYE
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IBM ¥ # 4 B 8% QUEST (IBM Quest Market-Basket
Synthetic Data Generator)™ FEHF =B HWAOFEEK
# RV E AN TTHE A MRERE AR E R AR
¥ L% UF QUEST {2 Faf =4l #H4, -5
HERTTAFRE, — T HFRERERE TS REAHE,
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4 MEREBHRELR
RERD GESFRFRRBEANREH YR
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TEA B4 F P 48 RO RS B B SR R » 244 R 0/ it (0 15 R
BB (BRSBTS B TR A P 2 B R SRR
B, AAGEPEREO LR MATE M RRQEER T
PEABEEEPERENRE, SETRERRHEARE,
SQL HEAR—FAREFAFERFBHARMEEK SQL
HARKWMA AR AR T B, SQL A EER & T RA
BEFNEITRARAFEEFMERIN . AMASHTHTE
HRRF EERAK =R B/SERGHH, A A HEREARE
PE T 3 f B R R AR P 38R, g A SQL SERVER
BARFER T-SQL B HiEAF C4# oS p U B,

[SqlCommandMethod(CommandType, Text, “SELECT » FROM Us-
ers WHERE Username= @ username AND Password=(@Passwd”) ]
public static DataSet GetAnnouncements ( SqlConnection connection,
int moduleld)
{+«functions}

£ T-SQL &, FRERRA * » ', 5 £ SQL iEH
AR FS-RALTHER. WRNABRFRANEER
@username @ Password $UIT3E 24 4 A K E , T & |y
BBif1T SQL ¥ AM T, A 7E@username 48 B A “ad-
min'—", ZEHPHFBRAT“Select * fromusers where username='
admin'—-" ;8 A“'or 1=1", ZEH BN TT“Select * from users
where username=""or 1=1", XFEF)HRAT LA FF Gext iE
WHETRE ., B2 F 5 LE@ username A5 PEIAY
drop table user—", WG AT Select * from users where
username =''; drop table user—", SBUH R M. WAL
BRIEMFSH % .8 ARE . K BERE %5 5% fXxt
SQL EHIEA , B 33 86 J5 ¥5-t 77 76 Rl #n (B0 A, SC L LD B
N

£5 SQLEABOARARAETHRESLR
WG  SQUEABAFERERM RRE Rk
0.2 M, (28), Mz (33),Ms (1), M, (1),M;(84) 40 0
0.4  Mi(1),M;(33),Ms (1), M), Ms (1) 80%  20%
0.5 M (1), M3 (1), M3 (1), My (1), Ms (1) - 100%  28.57%

TER 4 PHRERHZEAMM FF SQL HAER, BEH
WAEMGERINR S FiR. NTRAUED, BEEREHRK, R
Wi v » X4 W{E 6=>0. 50 If, BT i) SQL 7 A AR AT L
BB, AR SQL BARTKN ., B4 RE
B, TR Rt B 2 R R R AR GRS R A ST I P
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— X TR B AP AT (tradeofD AR,

- (M1)select * from account where username= * Anson-cao’,

(M2)select # from account where password= ‘82785607,

(M3)select # from account where username="7,

(M4)select * from. account where username=
password=error password’,

(M5)select * from account where username=""or 1=

H A ¢ caihonghui’ 1 “90bnrd’ ﬁ%ll%Aiz’EE‘JmF’zﬂlﬁ‘F%
5 EFHEERSIHT REE

EREBEOFEEMNPTRENERBPHET T, EiF
ZWHET A AT AT ER K B WA A AT, 0
BEERHTZRTHTRN, X R ERARREBRTEESR
HEPAT, TARRS REEBREISHE, ARENKE
WRARPARE P BIFE—ENRIIVH. RIEZNE—T
B REEER-- DR (BRSO B MR a = T4 (&,
Pk RS R TR B, p BT R WML, R p B
BEEERICHNGINE R2BT RS, Tu?%iljmzﬁm%ﬂ
SR o AT AT R 4 SCRAE U AR

W Q= (qid, F~A) B BB EIEX F H5
EPHERXF=C AC NG, HFEE C BEEBHBX C
=EV E; - VE,, 58— E;, @A R3I IR BHEEEAMN
Wbk A LA AR, HE TR RENTBE QMM
WA GUHRRAAR) . W5HER 1 89 SQL ZHIEA g=“se-
lect Pk /2, B 50 from AP where M ="B’or (F="¥
% and HE5]="4") " BB AR AN (Y=
FVE="8E)HANEHN="8" V&I ="2" )—~{ikr,
FHE)” AL 6 WRMERRT], TR EXEANRRFTFE
(k) K . tid() = ({5,1,3,4} U {1,3,4})DN{5,1,3,4} U
{6,2))=1{1,3,4,5}, :

’ error username’ and

A6 RAAk3
E3 Hht s Huht
1k 6 % 6
ER 2 % 2
HHEAL 5 -] 5
e 1 -] 1
/€ 3 ] 3
] 4 L] 4

H TR RE, A A IHE R TR MY RE X
B RET RS 5 BARBEXT L 28 T AT TR
W, BFEN G- MEERIAFHHXREELRT XA
BRBXEATR SAKBOFMEER, AR E PEHFEE
MRERBEATRTI M E RS, WA SRR ERTER
B, BIRRI|GRKREDIEHEH B THITRE, W
FIRH A TR 5| R I SE R B 2, DT R A B E
B, :

HRE AXRHUT-MET DBMSHEHERHK
WE, BEERTH R R R R A ERERET LA
RRRFRERNR S, B HE WA R RE
Tk, AR BIA L =N BLR WA &, S ER— 1R
Mt R B R, SIA N R L, BTk R E R
W, AR A7 XN ERPITRIRITRN. b FRNi
FELLIABKRBRIER EARBFEENELTE R
BE—EREHKNARRUREREEREENEM, &
FTOBMSHBRKRMEZNTRAEEENEBEMARL
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