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Abstract Though many papers are about security in Ad Hoc now, few consider the anonymous problem. This paper
defines the anonymity more strictly. It divides anonymity into three parts which are identity privacy, location privacy,
routing anonymity, SADR (Secure Anonymous on Demand Routing) is proposed. It can ensure routing and transpor-
ting data securely and satisfy the various anonymity requirements, especially identity privacy and strong location priva-
cy that are neglected easily. The vicious nodes can’t get the identity and location information of the legal nodes, so they
are hard to originate attacking. To represent the SADR protocol well, DFA (deterministic finite automaton) is quoted. -,

On the other side, BAN is used to analyse the protocol’s security. At last, comparing the simulated data, it shows the

affect after guaranteeing security and anonymity.
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