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Application of Resources Reconfiguration Algorithms in System’s Survivability
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Abstract Survivability is the capability of a system to fulfill its mission,in a timely manner,in the presence of attacks,
failures, or accidents. How to increase the system’s survivability is the point research in the realm of security. Presently
the method to increasing the survivability is mainly concentrated on the design of system architecture or resource recon-
figuration. Based on the view of resource reconfiguration, maintain the critical service running continuously to realize the
system’s survivability, through depriving non-critical services of their resources reconfigured to the critical service,
From the point that the number of non-critical services deprived of resources is as small as possible, introduces the ap-
proximation degree algorithm(ADA) to get a scheme,and from the point that the time the non-critical services response
to the critical is as short as possible, introduces time first algorithm(TFA) to get another scheme, In the procedure of
ADA realization, we considered the response time of the non-critical meanwhile, also in the procedure of TFA realiza-
tion, we considered the approximation degree of resources between services. Then we compared the two schemes, and
chose one which is better in the comprehensive performance as the final scheme. Whether ADA or TFA, the algorithm is
easy to realize, efficiency of time and space higher,and the final scheme is better in the over-all performance.,
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