HEHLEE 2008Vol. 35N, 12

—MEHRL DN T AR EER

REEE AR4E BERE K = RES
(PR RFETENAFSERERE RN 430074

B E T4 atz2in T AT TFRAHSRATREFZAETERY A, FEAXRRAFRSG TN
FoT R, RESHSER-ARAIAEE L BB AGRE. 4 2EAGBREKE =5 COM Al , RitFERT
— AR AR K H B B % % CSTS(Component Security Testing System), CSTS £ &si#aH R E P sh S/
AT ARAE, ERAAA L, Ao REtE R, REE O F EREHAK LSS SHERF L
HEREF BHRAITEREAMNR; EDSEH L, APATMKES, REHAH I RBG A/ HEI AP ERA
B HAFEREAN, FAT RGBS AL REABEASPAF A LA AL LRE. HEAGRT A
% CSTS A4 A AR AS RAEN LR XZARBIFFMRE.

x@iw mE T A, COM as, Zen&X 44 REN, S SRR

Design and Implementation of an Automatic Testing Platform for Component Security

CHEN Jin-fu LU Yan-sheng XIE Xiac-dong YOU Liang WEN Xian-xin
(School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract The automatic testing tools of component security bring great effect on component-based software enginee-
ring,and they can effectively ensure the security and reliability of component-based software, Aiming at the third-party
Microsoft COM component used widespread, a prototype tool called CSTS(Component Security Testing System) was
designed and implemented. It can employ two levels” testing for component security, namely static testing and dynamic
testing. In the static testing level, CSTS firstly analyzes component type information such component objects, methods
and parameters etc. and injects faults into interface method through parameter numbers, parameter sequence, parameter
scope and parameter type for testing component. In the dynamic testing level, the tested component was firstly droved,
and then the environment faults including memory fault, file system fault and registration fault etc. were injected into
the tested component. Dynamic monitoring mechanism can monitor the component’s runtime information after injecting

the faults, CSTS can analyze the component exceptions by monitoring log file,and has high automation, good maneuver-

ability and better testing ability.
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using System;

using System.Collections.Generic;
using System. Text,

namespace SlmpleZtest

[Testleturel_
public class Fun

simple2Lib.FunClass myFunClass = new simple2Lib.FunClass();
[SetUp])
;{Jublic void Setup(}

}

[TearDownlr
;{)ublic void TearDown()

}
[Test]
public void IFunAdd()

HIR A B
long result = myFunClass. Add(l 2?
Assertion. Assert(result == 3, "equal™);

ETest]
public void IFunotherAddother()

{
/1334 7 B
long result = myFunClass. Addother@ 3);
Assertion. Assert(result = 5, "equal®);

st]
public void [FunotherMultother()

long result = myFunClass. Multother? 4);
Assertion. Assert(result =— 12, "equal");

ETestF ixture]
)
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<?xml] version="1.0" encoding="UTF-8"?>
<IDOCTYPE Components SYSTEM "ComponentTypelnfo.dtd">
<Components> .
+<ComponentConfiguration></ComponentConfiguration>
<ComponentObjectNumbers></ComponentObjectNumbers>
<ComponentObjects>
<ComponentObject>
<ComObjectName></ComObjectName>
<ComponnetInterface>
<InterfaceNumbers></InterfaceNumbers>
<Interfaces>
<Interface>
<InterfaceName>InterfaceName</InterfaceName>
<MethodNumbers></MethodNumbers>
<Variables></Variables>
<Methods>
<Method>
<MethodName>MethodName</MethodName>
<MethodParams></MethodParams>
<OptionalParams></Optional Params>
<ReturnType>ReturnType</RetumnType>
<InvokeKind>Function</InvokeKind>
+ <Parameters>
</Parameters™>
</Method>
</Methods>
</Interface>
</Interfaces>
</ComponnetInterface>
</ComponentObject>
</ComponentObjects>
+<SecurityRequirementSpecification>
</SecurityRequirementSpecification>
</Components>
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typedef struct _DEBUG_EVENT {
DWORD dwDebugEventCode;
DWORD dwProcessld;
DWORD dwThreadld;
union
{
EXCEPTION_DEBUG_INFO Exception;
CREATE_THREAD_DEBUG_INFO CreateThread;
CREATE_PROCESS_DEBUG_INFO CreateProcessinfo;
EXIT_THREAD_DEBUG_INFO ExitThread;
EXIT PROCESS_DEBUG_INFO ExitProcess;
LOAD_DLL_DEBUG_INFO LoadDIl;
UNLOAD_DLL DEBUG _INFO UnloadDll;
OUTPUT_DEBUG_STRING_INFO DebugString;
RIP_INFO Riplnfo;
by
} DEBUG_EVENT, *LPDEBUG_EVENT;
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