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Intrusion Detection System Based on Immune Agent
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Abstract A new intrusion detection system (IDS) based on immune agent was presented, It combines multi-agent tech-
nology with immune principles,a concept of immune agent was also presented. Compared with the traditional system,
this system is flexible, distributed, intelligent and so on. In this system, scout agents, which are based on immunity, roam
around the nodes, and monitor the situation in the network at different levels, including the user level, system level,
process level and packet level. These scout agents can learn and adapt to the environment dynamically, This system
model possesses characteristics such as distribution, robustness, intelligent nature and adaptability etc, the adaptability

and other characteristics network security system are increased. This system not only detects the given intrusions, but

also the unknown intrusions,
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