HEPLHLZE 2008Vol. 35Ne. 12

—FhE F Hurst 328 SYN Flooding I g5 35 B #& Ml 77 3% *°

ROt EIEE BEE R B¢
(BRREH AL HADKEREBE 3 X 210098
AMAEETRERIHANEETRE  HM 225000

B OE RET—#H2FHRNREME DDoS #kibm e A F %k, % T Bloom Filter H KRB W A-H 3% 6 P e T4
& IP sk R ey kM, KGR R AL VIP F kit 4T F F 400, RALE B Ewt4bml k DDoS A EW A £, M Bk
BBEEAHRNBREAEAEFTREIRGER. ANERERETUAAN, BFEERBLAAXAETRRT A FAE
RAFIRENARGAERE T DDoS s &k,

%R DDoS, ik s 4|, Bloom Filter, 32 6 4#] , Hurst &4
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Abstract An efficient light-weight method for defending against DDoS attacks at the source end was designed. The
Bloom Filter was used to pick up the amount of doubtful new source IP of network packets, Then,on line VTP technol-
ogy was used to detect abnormity, Our method can not only detect the existence of DDoS attacks on line, but also avoid
the false alarm of normal break, According to experiments, the method can find out the DDoS intrusion against the large

scale network, which does not arouse the sharp changes of the network traffic.
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