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Abstract The existing access control models for grid virtual organization(VO) have some faults as follows: First, most
of them cannot express contextual access control policies which are important in the grid environment. Second, they
bring heavy administration burden at the side of resource providers, Finally, trustworthiness between VO members is
not described in these models which do not accord with facts. To overcome these limitations, provided a trustworthiness-
based access control model for virtual organizations, called TWBAC model. It can express contextual access control poli-
cies,and offer the similar abstraction for resource objects as roles for subjects., Besides,expressed the trust relationship
of VO members accurately by using trustworthiness, which can also be used to control the depth of delegation. Presen-

ted the model, administration model and an application case.
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