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Abstract In grid environment, the authentication efficiency of GSI is restricted by the key management methods of
PKI. IBC-based authentication mechanism is lightweight, efficient and of more convenient key management. Therefore,
this paper improved TLS handshake protocol and proposed a model named HIAM (Hierarchical ID-based Authentica-
tion Model) based on HIBC. HIAM overcame the efficiency drawback of PKFbased authentication mechanism, com-
bined with security service of GSI, and was feasible to deploy.
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