HEHLRLZE 2008Vol. 35Ne. 12

P2P 7 4E 2 45 b B T o i A 45 AR AR R

EBR% FRF FES
(EPRBARFITENHFSHEA¥EE R X 430074)
# E APPIHAFAAT,FEIMATRANIHS, RLGTHEFRESYE LA LN, EXHLER
G EERSEEFENAM, pEEFT AR ARTANREALE, ATRIBEF SAHBY LT HTHIH,
RETATFHAEHOBEREY, 4, 2L T —FHEENH, CIATEREE, RESE, HARAERT. £
KA L F AT BARE—— TER LR EAP TR EREREN TR, S TEMFRE, RAESE
AT 4T RRMBE L T F T, B6, B XN EREN T ABN G TIRA Sk, HA A 2EY
S RARIFERLAER .,
XA AERES, R, R

Access Control Based Trust Model for P2P File Sharing Systems
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Abstract In peer-to-peer (P2P) file sharing systems, the participating peers share the files with others. However, due
to anonymity and openness, there are many trust and free-riding problems such as malicious peers and free-riders in P2P
file sharing systems. Proposed a remedy for these problems by introducing access control to trust model for P2P file
sharing systems. First, the paper defined a general trust metric which integrates the following parameters: direct trust
between the requestor and the provider, recommendation from other peers and time declining factor. Moreover, each
shared file has two threshold values to control access. One is the credibility threshold value and the other is the contri-
bution threshold value, For each requesting peer, it can not access a file until it satisfies accessing qualification of the

file. Finally,a set of experiments prove the feasibility and benefit of access control based trust model. Especially, this

model can isolate malicious peer effectively.
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(TranInfo)
(Transaction)
{ PeerProperty ID = ’ ABCI11311-D272-3EF3-84G4-
5506555BBB66’ PublicKey="XXXXXXXX* />
(TransactionDate Time="XXX’ /)
(Value Trust="0, 38’ Download="XXX" />
(/Transaction)
(Transaction)
{ PeerProperty ID = ’ 983D3212-H742-3EFB-6CC3-
4577752EE566” PublicKey=*XXXXXXXX” />
(TransactionDate Time=""XXX’ />
(Value Trust="0. 90" Download="XXX" /)

(/Transaction)

(/TranInfo)
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(Peerlnfo)

(PeerProperty ID="E4C43212-B367-6FE48-78 A3-4545452ABC34’
PrivateKey="XXXXXXXX’ PublicKey="XXXXXXXX’ />
(Filelnfo)

(SharingFile ) XXXXXXXXX(/SharingFile)
{ContributeThreshold)20¢/Contribute Threshold)
{CredibilityThreshold» 0. 80¢/CredibilityThreshold)

(/Filelnfo)

(Filelnfo)

(SharingFile) XXXXXXXXX(/SharingFile)

(ContributeThreshold)0(/ContributeThreshold>

(Credibility Threshold’0. 30{/CredibilityThreshold)

(/Filelnfo)

{/PeerInfo>

— I, — T RUINA R4 5T U B s =
BIBRE Dy Fl Co ERBLE N BARME, MEH B SR T #X s
X, TR T B C B ST E KR AT E M S TR RS AT LR 3
FEBUCXHABEE. X TREF TR, WA LE
Di 1 Co TN REH R EH/ES, RAFMNHEEA—ER
RS EEAEER T AR TR, WA b THRIKE THER
SCHFEIAURR B TR B AR SO, AT B B Sl (54
SETHMEM TR . w0, ARBRIR W A AR KM
BWRTER .

PAF R ¢ RSO F EER A, XS R T TR
i REEAFRE - EMENERE XM EREEAT
TREEN ID RTEM F rRERN T EBRE D AR5
AR A HAF A8 B X AR IR R SR B B M5 B R B e — R4t
FEE, XEREEXN M FHRRERER THKE 3t
ENMTRE; K, TTER KR A WA G ST ME, R
ETRERGAABRRITEELMNMEN TS M LR S

IDiERSCHEFIXE j A TERE D, SR A 5 BRSOk
AR 7 MEE, AR RS, WEEECR B j B3 F 338
BITREE D, AREXT B RAR 5 B9 B4 VR o, AT
T; M D, JERRAMBEERRH D; BREFT A RE
B RS WM GREPRBRT S, ERERRBUAEPRE
BB TR SOFOME R TR, SR X T RIEK, 1R ik
BROGIAERAE, HBI T BBV U4 8CE S TR IE.

5 XLE

BB AR B IE AR MR R RS, 7
B, A HEY S0 W RE. — KR BEL TR ENR
PRI SCE T B S — KRB R AL ENTTRER
BT 8RS, ] BE7E AP P A R B B RN, &
MRE—RZH RIS BEORTEHRERTNRBERE
BT HERBERXMF. LBRSHR 1 Fis, KATH 1000
AN REHL B35 #43 BR 3 1000 4~ 48 b RGN S
A 10 MARK X BT, BASTFRATEH A F
W R (B AN BT B B (AR ph 3L U BT ROR G 5, IR
R A AR S B DT R S R A — R

1 BEHEBRSH

Parameter L. Parameter
Parameter description
name value
N The number of peers 1000
M The number of malicious peers 200
F The number of files 1000
S The number of files for each peer’s owing 10

The rate of transactions a malicious
r . 0.25
peer acts maliciously

Ro The initial value of total recommendation 0.3

T The period time 2minute

q The query frequency of each peer 5queries/min
a Time declining factor 0.7

B The discount factor 0.8

m Time declining factor 0.2

A The weight factor 0.7
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#£2 r=025 THER
Total transaction times 1000 5000 10000 15000 20000
Transaction failing times 50 232 447 528 540
Transaction success rate( %) 95 95.36 95.53  96.48 97.3

#F3 r=0.5 LWLER
Total transaction times 1000 5000 10000 15000 20000
Transaction failing times 102 475 804 828 832
Transaction success rate(%)  89. 8 90. 5 91.96 94.48 95.84
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F4 r=1 TRER
Total transaction times 1000 5000 10000 15000 20000
Transaction failing times 199 904 1095 1132 1133
Transaction success rate(%)  80.1 81,92 89.05 92,45 94,34
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times to total transaction times (%)
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