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Risk Probability Estimating Model Based on Neural Networks
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Abstract Risk probability estimating analyzes the distributed network and assesses inherently uncertain events and cir-
cumstances dynamically. And the estimating probability of security risk is an absolutely necessary step of developing
network security protection system, The problems of feature extraction, cluster analysis, similarity measurement and es-
timation methods in network situation awareness were addressed. A risk probability assessment formula was proposed,
and an estimating model adopting the neural networks was presented. An experiment based on DARPA intrusion detec-

tion evaluation data was given to support the suggested approach and demonstrated the feasibility and suitability for

use,
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2 —38 250 403 149 —6 2 smurf  0.43375 0.23162982
3 —64 269 1128 400 —22 12  smurf  0.54115 0. 288983232
4 —62 253 1129 400 —20 12  smurf  0.5109 0. 272829221
5 —84 270 1721 605 —32 12  smurf  0.54715 0.292187333
6 —82 262 1643 576 —37 12  smurf  0.5787 0.309035566
7 —144 268 3474 1208 —80 12 smurf  0.63555 0.339394425
8 —48 231 659 235 —11 12  smurf  0.5164 0.275766314
9 —43 225 521 187 —7 12 smurf  0.4062 0.216917655
10 —82 229 1682 588 —31 12  smurf  0.3573 0.190804229
11 —49 241 647 232 —5 12  neptune 0.13355 0.071317954
12 —65 285 983 349 —17 12  neptune  0.05895 0. 031480295
13 —87 307 1552 546 —28 12  neptune  0.0816 0. 043575777
14 —36 246 210 81 7 12 ipsweep  0.1824 0.097404678
15 —36 237 205 79 11 12  ipsweep 0.29755 0.158896721
16 —44 244 417 152 7 12 ipsweep 0.28975 0.15473139
17 —70 288 1071 380 5 12 ipsweep 0.30605 0.163435865
18 —36 238 204 79 17 12  ipsweep  0.315 0.168215316
19 —38 245 207 81 17 12 ipsweep  0.2905 0.155131902
20 —61 262 812 288 —9 12 ipsweep  0.2234 0.11929937
21 —92 294 1622 568 —28 12  ipsweep  0.16985 0.090702766
22 —99 303 1801 630 —32 12 ipsweep  0.1728 0.092278116
23 —97 398 1475 522 —24 12 ipsweep  0.1725 0.092117911
24 —151 298 3389 1178 —72 12 ipsweep 0.22855 0.122049557
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