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Abstract To solve the single point of failure problem as in the master key escow of Smart’s identity-based protocol,
two novel authenticated key agreement prototocols using pairings were proposed. One is a trust authority based scheme,
It conducts entity authentication and key agreement using entity’s registerd open key from the trust party and the enti-
ty’s private key. Another protocol implements a simple but secure key exchange solution without trust authority, Num-
ber multiplicative on points over elliptic curves is at first used to guarantee the node authentication,and the bilinear pai-
ring is then combined to exchange the session key. The two proposed protocols satisfy some basic key agreement securi-

ty attributions,and the respective implementation performance was analyzed at last.
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MESEENF R EAN BNAE TR Z2EE, A
AR EEHME B FEE AR L = Bk s
B, BADRNERTEFEERE. —LEFENFH
KE—-Atkppm/ed — a4 BB AR EmE LA
FEREHILE; B —MA R RRENT & B EHAH,
W AAEER T EFHNR . SO LA B
FBHAFEFHAEEME 2D,

FRAAHEENR A FA R H Diffie 71 Hellman
BB, B T Ao B, Ma /Y Ry
£, M — %% Diffe-Hellman {539, R 8}, Shamir 2 A
BHNETEHHMBEAE  ARET ID KERESHhEH
TR T BUSE W 4744 5 2001 4F Boneh FlI Franklin 42 H 45 & h
22 L BISUR A xT , SEI SR ) BN % R 45 IBESL, IR T
ID W M B U R B BUR 0 B aT R — B oT s . 38
HREFHNE Smart Ppi7 ,Chen-Kulda ™ | Yuan-Li #
W Ryu-Yoon-Yoo #pi¥" . Wang HHiX U %, 3 4 5 12
HT DKN=FhEHR Y%, BTEIRE, AE#R, Colin
Boyd FAXTEADBENLCE IR RZEHNF T AANEE
BB IR,

AR BT AR R R AR B

BENBEADREALZ 2B, 4 H RN e
fitl, 3 fET B A Smart BHIPHR I E 5B =0 HIR M ATESE
=B =TT P AR G 0 A O B 4
PR~ R E A A K 2T R, 37 4 H B a4 b7
PSP SN

2 B=AQ

2.1 BiRLEH

Menenes ¥ A B4 T —MFHESFHM AN HELE
DTHARNEZ BN .

FH T %4 (Known-key Security) ; BMGE F7 B, 41K
BHE RSB HEARAE M, E KA BN S L.

BT %&£ (Forward Secrecy) : Bt ih & BN B #F B X
L FTE R R AR E (BT Z B IS L 4.

FhEH itk I 22 € (Key Compromise Impersonation Secre-
oY) JRIFHHEFRBBEELE A NS I AWARS
HE L5 R EmER T s A S5#ERE,

BHILE L 4 (Unknown Key-Share Secrecy) ; 5@ 15 L4
A FEIRARELEAK B A5 SR, ARE8H B 5 HEEEH.

B H 24 (No Key Control) : £EHHAN T BHEE
BENTHEFISES AR REEIS RN BLCRES
HEHREEH.

* OASURER A RFHEE S (60673080,60773115) , B 5K 863 H A% BRI B (2006AA10Z235) , #1145 B ARFL 25 S (Y106290) , B LA
T RITBE (2007C21008) B . BREKAE  E, B, PR TN LI BEE RS HEE MEMRE R FMRELE

S BFE HH TR NERES BKETR.
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BB 2 (Key Escrow Security) : 4t M Al (B =
FHENFELEY, SEEYHBREENTME L =Lk
HIE, @ PKI A CA .8k IBE R4 PKG RE 85 % B
FBEEF, BENF A FEAEMETLRERBDFNS
WHEH, HEFESIEEH.

YUHRANEE =i, BT R SR T TR E
4> (Perfect Forward Secrecy) , BpB 5 3 BB vl {558 = 7 9L
$H, LB R B HEREAS.

2.2 Wekex

4 G AR B LRI RE, G A R LR BE,
¥ g MEAEE (g REEO . MR NEENE GG W
WL HEBEe: Gy X Gy —>Gy , — AT BE ) SR %o 7 385 12 LA
T=4WRK.

(IR :e(aP,bQ) = &(P,Q)** ,P,QEG, ,a,b€ Z} ;

(2 FER .2 P £ G WAERTT, Me(P,PY2 G M4t
WG FE7E PE Gy, Wi Re (P, P)#1;

QT B . FAEARNEE, HME— P,Qe G, it He
(P, QFIE AR [H N .

2.3 Smart HE
Smart FATF 2002 FFR L -1 ET D HEFHDFEDH
[YCEI=R/ Suy 3/

PGtk . PKG & ¢ MEREE G1 .G , B B gte
G XG—~G , B FH R H,: (0,1} x =G, G IERTT P,
EEE€Z; HE Pu=s* P, AR ELSE(G G 8, P,
Py s Hy  HD W 2o s hREH, H B4 R

AR E MBEELEN ID,ITELAH Qo = H;
(ID), #A8H Sp =35Qp

FEHMEIRNT .

WABENERE a€ Z; T E Ta=aQu ¥ TarQu %
# B;

(2)BRENLEIE 6€ Z; T E Te=0Qs 4% Ts,Qs KL%
A;

(DAHE Kap=2(Sa, Tz +Qs) s BiHH Kps =e(Sp, Ta+
Q).

Smart PHRIZBEFEI A # B7E PKG #IHRAHET
Al 2T EBANTR. B8R,

KAB:KBA =é(QA’QB)S(a+b)

B RS H a8 RA ML ESIEFEH.

3 FHERABEHY

SCERL7 15T Smart MUK R BEH DR L 2B —
Ok, AT PKGHA ELHFH s, I RBEEERF T
HIFAGH , AT BB ELEE XU L EHH, B R RSN
XA EELYE., ETEHRELENE R, BRIVEE T2
BREAGERE =TI, RER MRS AMERS
EHBDE L.

3.1 AMESEZ=FAEHY

81k PKG %8 g BIEFRBEG, , G, , I R P Bl e .
G XG =G, B REL H, : {0,1} x =G, JA%%%%&(G ’
Gzye, Hi H) , Jombp H B84 R H

AT BB LA D, BERA s €27 TR
Qo =H,(ID), 8] PKG HM A4 Kp =s0'Qp o

FHADEIRNT

(DA I‘@F}Lﬁﬁ an; vﬁ'ﬁ Ta=aKsp 9% Ta » Qu ZVL_\%

# B;

(2)BEEMLIERE b€ Z; 1B Ts=bKa ¥ T5,Qs BKLA
A;

(DAHE Sa=s54Ts,Kag=2(S1,aQs); BitH Sp=
58T 4 Kpa =2(Sp Q).

BEF Kap =2(sabs3'Qa»aQs) =2 (bQa»aQs) =2(Q4 »
QB)ab s

Kpa =2(58a55' Qs ,bQa ) =2(aQs ,6Qu ) =2(Qu , Q)% ,
3.2 ZE=FINEDRYL

Ry, EE i PKG A, I T REF4.
BRGAFAEESE S HFIMERSE, B HHEBREIAE
FHDE BT FBBRIRRE L) .

WAHIPLEBE e Z; ,iHTH Ta=aQu B Ta,Qu R34
%45 B;

(B BEVLERE bE Z; it To=bQs, ¥ Ts,Qs KL%
A;

DAHH axbxQs, RIXH B,BitH b *xa*Qa, K
A

WOARM a8 6Qu, Ki%% B, BRI 6T HH aQs,
KEH A;

GVAHE Kig=2(aQs +T5,Qu); BHE Kay =2(bQu +
TaQs).

L RIE

Kip=2(aQs+ Ts,Qu) =2(aQs +5Qs,Qu) =2(Qs,
Q" =2(Qs ,aQs +6Qa) =Kga

BARGETR(O o] LA AR W & S UE, Bi# i
BEN 7 BEAILFE A I FA B a, b BRIAST B4, X BB AR R 5
M IDEE Qi Qs RELER.

4 ReESHRESH

X TEFH#HL, BINCAHEE=F BN 1, XE=
FHCHENY 2. BN NOE R AP RNEAL S
B,

FADAEE . BN EFHD R B, BRES TH
WEH a.b, STEFHEG .

FEHRIR RS 0,6 M IEfE W R4, Bk 3 B i
WETHE MRS, LR IB AT RS, B il 1 4
PKG MRV (LR B R B EL A4, BIfE PKG RSB
AT R SRR, LMY 1 B SEE AT R At

RYMRES RPN 1 F3EE A MAE S e, K
HETERENM K WA T . BhEBS AMEHEYS,
MG B MG Sa, BRIEHIKE A WEE B 2 AP R
SEARFAGH , LR B0 AT BT S W AR

FHLZ L BREE A BEZEFSHHRER, U
MY 1 T B PKG %18 B A Ks . MY 2 T/ ER B ID
HBRST Qs ESKAE K, Qs 201, A BEIEH LS B
HEHA.

FHERME S Tk A TR B =4 KRV b,
Hit% o T CDH A/, ALk BB kERHEHS K
a, BB R B P Rt

FHRERE . 1 RERE PKG X, HEFZE
IR B 2 A TR, TTHEH] Smart F RFENE S
BEAE RBUNE MY 2 REAEFYIENE.
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BHZR I M — IR T IE FN B 484 , P R AR 5 i — IR e 5
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Smart PR R AU P RGEF BRI EE R IR 1.
AR = MSGE TR & FEH 5E5 Smart J7 AR, Hh (R
FTBFEL Smart FRL 4 WHEE ML EHRBRIEEE,HE
TRIINEEE, BAERES Smart #2EJL; TH =7 hill
o R SE RN S 8 Bt Smart L HIMLE T LES
ZITER EFCEITH

F 1 FHEIUHLS Smart PR HITHEEES T
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