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Abstract Encrypted file system is an effective method to protect sensitive data of system and user from disclosing on
operating system level. This paper first investigates several famous encrypted file system and points out their limits,
such as use method, key protection, management and performance, then discusses a scheme of transparent encrypted and
decrypted file system based on UsbKey from design objective, architecture,and implementation. This scheme is based on
Linux operating system,at the same time, uses UsbKey to storage and protect key. Using LSM framework and redirec-
ting the “read” and “write” operation of inode implement transparent encrypted and decrypted function. This paper

gives some lights on the research and implementation of transparent encrypted and decrypted file system in Linux.
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