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Novel Intrusion Detection Algorithm Based on Graph
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Abstract Because of the high instantaneous frequency of the intrusion windows native API sequence,a novel method
based on graph theory was proposed to solve the problem of the host-based intrusion detection. In our algorithm, each n-
ative AP is considered as a node in the graph and the transfer of two native API is the edge between these two nodes.
The route for a node is defined as the subsequence beginning from itself. The repetition of the same native API in the
graph is referred to as a loop. The route of each node is recorded so that the loop can be found. When the loops are
found, the weights of all edges in the loops are updated accordingly. The abnormal degree of a native API sequence can
be computed using the weight difference of the neighborhood edges in the graph, Experiments on the windows platform
illustrate that our method can detect the unknown intrusion and virus native API sequence efficiently.
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