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Abstract As wide applications of wireless sensor networks, security issues change and communication security be-

comes an important part of security issues. Privacy concerns have become the main obstacle to success when people are

participants in wireless sensor networks. Privacy protection becomes more important increasingly. Communication secu-

rity characteristics, communication security requirements, privacy threats and attack model in wireless sensor networks

were analyzed. The development directions were pointed out based on the analysis and remark of privacy protecting

problems remaining unsolved in wireless sensor networks,
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