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Abstract Model checking is a powerful technique to analyse and verify system automatically. Part of the source code of
Linux interprocess communication was chosen to be analysed and formalized modeled, then these models were translated
into PROMELA, the input language to SPIN, to be model checked. Boundedness and terminability were verified and an

improved method to the problem in interprocess communication was worked out.
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UNX 8RS TR ITENEARRRSE LH—1E
E RN, AT 1969 A DR EM, 1991 4, Linus
Torvalds 8 A B2 F#8 UNIX Wixit, 2 — P EIER]
DA AR UNIX %, HFRZ 8 LINUXP!, B DAt LINUX
NEZRENESEER  W—ELNE, EMEethmiae itk
WA, {EAERP . ZAEFHRERE, HBREREH
EEEAT/ML, BT TEAEN RN — N B XEKXR
BIBFFEIRAE .

RO R — MR K B ST RE A FRR S R A
R, B R EIEN RR LB VEERN T R M A, L
FIT R P &) IE 84, £ FRAR S BIE (Finite State Verifica-
tiom) I Ik 2 —, B 5L B Fh 4 BRI 7 #2 (Flow Equa-
tions) FABIR Fi 447 (Data Flow Analysis)™® , Y244 1FEFF
R R BT TR, iR I ) SMV (Symbolic Mod-
el Checking)™! , SPIN(Simple Promela INterpreter)™® , i
F2#9 INCA(Integer Necessary Conditions) A & B3R 4189
FLAVERS(FLow Analysis for VERification of Systems)®7,
EEK NASA LW ERE[THET —R4 X JAVAR T
H———JPF(Java Path Finder)?®*1, %} JAVA B AT HIE K
.

AICRFARE SPIN TH., ER—MEEEN/RELHEE
TR BRI T B, N T T4 con the fly &HA, K
KRR TEB I A BR, BN T RESRE, 7T LLHEE
(assertion) BZR MRS B #H (LTLRBIFASEBHE,. B 2K

* ) HR A RBHFERE ST E (60673155,60703097) , E B EEAHF“+— 750 B % B (A1420060162), EEH

T T PRI HE - A R G R UE R RIE S . A3
AYHTT LINUXZ. 4. 0 KA 9 4 T8 38 i E F2 (a) 8 15 1
B, PR BUE AR, R SPIN AT R .
XELEMIT 58 2 R BN HEEE N 55 TR SPIN;
8 3 ¥R LINUX 32 A 815 B R i U AL AR 56 4
XA TR R , HAR SR A R BUR B 20,

2 #EEIONEE SPIN

2.1 SPIN/PROMELA i

SPIN(Simple Promela INterpreter) BB & FH K EZLH
— RGN S 3 UE T E.. & L PROMELA £ 5% ATE
=W TA TR — A PROMELA #i3R # R85, SPIN
B A ECRAT HEAT B S M L, TS DL A R — A C R
7RG X R G B IER U TR SR R

PROMELA(PROcess MEta LAnguage) J& Xt A FR AR
SERAHTEENEARBES. ERUTF CEFES,
VS OIE TR HERR , 36 0T A7E 0 B 22 1) S o v Bl 1 a
TR R EHEE. —1 PROMELA 88 i #4274 538
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A CIEEHRNBIEREF, 2B IEV8RIFES BIIT. AT
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Syntax Error Random/Guided Verifier
Reports Simulation Generator
Counter-ExamplesT J
E bl Model-Specific
Verifier ANSI C Code

B 1 SPINE#fIGKKESTE

2.2 SPIN T{EJREERMEXEN

SPIN W TAEREE T bE — 350 I R R L+
FEHRBAIT RS A FRURE 8 siHL(FSA) SR,

EX 1CEBRRESAZVL,FSA) ARRESEZI AR
P HICH(S, 50, L, T, F) , Hf,

S = {50,515, 5. ) A RIRESES;

So 7% FSA H‘J%Jﬂlé"b%?é?,m €S;

L B RSB FFMERES;

T RREZEEITIBRE, TS(SXLXS);

F B IEREFCS,

EX 2(F#) FSA P 1B WRIAME—1 FSA
A= (S,5,L,T,F), &,

A SEP’.SXB. SHER/FR, P &P ¥ stutter 45 ;

A. Sy BTITRHP. 50.B. 5003

A LZP.LXB.LWEERK,

ATEG DN €P . TH 1, E€B T

A FEG,0)CA SHHES 2« €P.FVs;€B.F,

EX IRHFF) —ANFSAHFRES A, A, WRFH
BRI FSAA = (S,5%,L,T,F), K.

A SEBA, S X-XA,. SH-ERM,;

A.so B n JTCH (A1, 505005 A0 50) 5

A LEA,. LU--UA,. L;

A TRIGHEE ((zsx) s I (s 30), g 34,1
si=n(z, Ly A T,AVi,12j = n,j7#i > (=
¥i)s

AFERASHWTEBREY (A.s,,A,.s5) €EAF,H
':P E| i9Ai- SEA,'. F,

BW ARMERZSEERIDLTL) SERAEEEH
THAFTRIERMEE, CHEFOE B EEEAAESE T
4. BEEBFOE-GBD.VE) A ), #E5ETFa
5O (Eventually) ,[] (Always), & p IR FarE, LTL 2
KRET=ERMIMT 0 :1=p| (=) | (@A) (A |([]
2 (O
HpORRAERUEE RS, [IFRBEMLE FTA R
. B, [1Op F5 p BFMBWRAE, OL]p FRAEAN
R, p —HHIE.

B S(EREZAFTHI S

S = BRIl A
HA, BRR Bichi B3, B4 € 1) LTL Rk HEH M 8
A; Ron i HBREAMLB RN B 3l OFRARFH A B SIHLA R
BB [IFRRET Azl REH.
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3 LINUX iR EiEEmEAtEE

3.1 ETEENHEEES
F LINUX X EESH SR NBRIERRKE, #2
EERE—MEFEEEEL AR PREARFBRERE, 4
SCEE N RS B IE (Pipe) TS B MEF. LHBS T
HRZ I, A WA RSz |, T LGE RE RN R
—ABEEEEEE, XMEE REEE L REY. BHEW
MEH RS ZEEE R, — T HREEHEYE AR,
B —A- R BB PR E, BV Y E R, AT S
AfeHB RN, BEFERR . B2 RBART X FH#EEET
BHEHITERE.
R# A

F#HEB

5 5

M
(ZwR)

#BRITF MR BBATH Xk

K2 RFitREiEEERREEE

mE 2 fis, #B AQE—NEHE, QBT RN EEN
R E AR A b, R AEM forkO B H R
B,7E fork Ot B #HE A WITH XHREHAHEH B
H B, #2 A XHEEIEN, MHR BXAEEEH.
F&, 2 Bl A E 1 iR BUER A B AR,

Xof 3R B R (6] A B LAS , F V BE DA LA AR
B R AFKENSEFTEEAGE, SBEPX S,
XRIEE AN, E5IT, 8% vk X i TR BT &R
ARG EBEW 80Xk, B, #8 AR BURE
B, =¥BARTREI X - M RENERRS, XREHEE
BIEE TEMERFIE. H= X EREMNE 2, YHE A
RAEATHMBIETEEC W, 24 Bk -8R B R4
BE4FSEE A, BigsE 2 EiB H, A 8 R 5 E R R, X it
SEREMFZRER? ETENEN P H——FAmE,

3.2 Ak

#F LINUX E 188 15 i B4 BAR, 42 304 3 R RAR
B (EEMRBEA linux/fs/pipe. c BT RILEE . FHE
FUIRZS B SIPL(FSA T R BERY , 8 18 B 0 L I B 3
BEZANSCH, gr = MR FSA.

ENERREEINEREB R =ALENEMHEZE,
MEFENHEGHAHEHER, CRABETIENET
P, TR IRAgBR &, A SORST LINUX B R AR .
3.2.1 #F#EHEA

B 43 Hr linux/fs/pipe. ¢ {ALHS, T B EHEILH K E
ERG A pipeO, RE M E4 R do_pipeO), AL
SUEE, FEMNRE, WA C AT IES 8, B R R
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A UEREENN. RIEEENSEX e e, L
B 3(a). BfAERRAEEIEHRE, S k2R RENT
%, # kb AR IR IR Bl R A F AR

UNCREATED

do_pipe()

CREATED

no reader

read over write over SIGPIPE

readers-- Writers--

ReadyCLOSE

readers==0

writers==0

3
I CLOSE l

[OR £ £ 33-E 2

pipe_len>0 pipe_len=0] pipe_len=0

pipe_read() C } NOBLOCK=0

>

UNREAD READ < WAIT

pipe_len=0& pipe_len>0

NOBLOCK=1 count =0

y
| FINISH I

(b) FHEMRAH M,

free>0 free =0

free=0
- | warr

free >0

pipe_write ()

FINISH

(c) FHERRAH N

B3 REEB

3.2.2 Eiliks

BRSNS T R BE MRS AL T for
PEFF P, il RE T read O WEE PIEBEEEFITAL R, &b
HREEEER, MEENEERE, EAZP 2T sys_read
O FPABLEH read_pipe_fops H /Y BEHE £H T 2k A R K
pipe_read() ., VAFIIZ G, FEA7TE 18 A RO IRAE . R bt
HHEWX B LI, N E LR R, MR EEPRA
iR, — MR TBERASFERE. HP, XA ERHS

WA EHFTEBRELN 0, BESE, HHEETED AR
LEGEAREE., EXHERTSHFRAEENL.

< HiEflget, BB TR NOBLOCK, %78 i & if
BRBIEE P MBHER, TR ZE. e THE S/,

EEEEFALED, WRERAETEFEATHRE, N
EEHHFAZBRS. SEEZRT EBREBEE RERFA
FBAMTRRE. FEEH, % F 88 i E S AR o
3(b),
3.2.3 EFilE#

FHESRPBESEREMU RRYEMERTANK
BEANTFEEEWX AR, NEFERIES ABRENE T,

WRLR U, EEEE WK SRR, BBANE AR 2B
A FEHT—KES ARE. R, HEREABKERT
EHE R X, AES AMEFHE, — BAERAKRSRE
AR RPN EBR B IEERETA . BAR
B A TR . B AEBME 3R,
3.3 EXUERZ PROMELA %%
BRI e LR PROMELA, DS HEERE
AR5
proctype Pipe()
{ do
. :Pipe_State == WRITTEN — atomic
{if
L write == 1 — skip;
if
t: (writers > 0 & & readers == 0
— Pipe_State = BROKEN;
read = 0;
write = 0
: lelse — skip
if
i (write == 0 & & Writer_State | = WAIT)
— Pipe_State = ReadyCLOSE

HFREET do Ml od FEFA I W B 18 BTk B9 R A, atomic{ )
FRABERRAGITHR R TEE. MREEYHAREN
WRITTEN, R R EENERIELAREETS ARE. WA,
MERMEEE S —mBA L NERELEL. TE A
¥z SIGPIPE (55, BRI, THEEWERE BME
J& , EER BT H D] ReadyCLOSE (FKMAD .

4 BREWIXLE

SLE IR . CPU3. 06GHz, N 7E 512M, 5 4% 80G, #{E &
% WinXP, BB 2§ SPIN 4. 3. 0, &3 SPIN X & & i#4T
ML ERER, ERE T AESEWRMT, E MG
MR REFE R FEPATIRR, H ABRAR B A ERILEERR

P

o

4.1 BEERX

B 3. 1 AR, AR E HEE RN EENR
B BEZ EARIVXERE. Bk, A SGE o AR 1
B EX R ERERITRIERIEEE B XL,

BHEFRALKEMNSER(LTL RixA R, H/EHR SPIN
A

B RIER A, BIEREAEELENAR. Flm,T
i S ASIRS , BEKE N pipe_len, MK EAR R
Bt S EEMX ALK bulMax, FU LSS HB R H, A
MAEERTRMAFER, B LTL AR XK %ER:[](pipe_len
<= bufMax), JIRHBBFKER, WAKRZRE. 1
St b, 3% BRI B4 BT Bk 9 [ (pipe_len << bufMax), D)
W& MEEARF, EFRE K.

HR RAET & b, W R R B R AR LR TRABA
MAEHRS, RIE AR RBENER THE. RMERRLE
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REERFERIFME R P IE D, AR ——HR,
4.2 RHEWIE

A 3C#F Xspin X R K THRERD, X B — M E
TFSPINMAEERAEHREG H4BnHTEFE., T
LTL B —AR, 7 Xspin FERWE 4(2) , BRIFERE
REEFRERL .

Operators: []I<> u|-> sni o1|no|

{ Symbol Definitions:
~  fidefine p pipe_len<=buftax

Verification Result: valid

(a) LTL ARAMRAZRBIESER

Aun Verification

“ pan: assertion violated (pipe_len<buMax) (at depth 78)
pan: wrote pan_in.trail
(Spin Version 4.3.0 -- 22 June 2007)
Warning: Search not completed
+ Partial Order Reduction

Full statespace search for:
never claim - {not selected)
assenion viglations +
cycle checks - (disabled by -DSAFETY)
Invaiid end states  +

State-vector 44 byte, depth reached 100, errors: 1
81 states, stored
46 states, matched
127 transitions (= stored+matched)
99 atomic steps
hash conflicts: 0 (resolved)

Stats on memory usage {in Megabytes):
-~ 2.622 total actual memory usage

(b) B HER

proc 2 (Pipe) lin an_in" (state 8) [
[Pipe_State = ISREAD)] I
spin: line 276 "pan_in”, Errar: assertion viclated

spin: text of failed assertion: assert((pipe_len=bufiax;
#processes: 5

78: proc 4 (Reader) Yine 223 "pan_in" (stdte 40,
79: proc 3 (Writer) line 184 "pan_in” (statg 73)
79: proc 2 (Pipe) line 33"pan_in" (state §58)
79: proc 1 Cinit) line 284 "pan_in” (state 4)
79: proc 0 {moniton line 276 "pan_in” (state 1)
» 5 processes created
-
Single Step | Suspand

() BBRMLER

&l 4 Xspin T/ERE

HARE G, RS R E RE AR BT, 4
Rl WL 4(b),

UER, EHRM S REARAESE BREER TR
e, 3 BAERT trail 304 (BE SPIN 4 BE S ED  DUEZE R4
REHE. BEFH SPIN Y ARG B ST RE S BlH#HT
HERZFHREBNGEL EEER.WE EHREE TR R
R VRERE FLERE M RBNE B (BB EHERE.
ILALRE 2 RO FIRMERO (A5 i 28 LA R S0 B (8 F A9
WHEE . B 1 185, A L BB AT LA R A3 [BI R 0L 25 7
WHAT RGO, BT & B SPIN 25 R 7E i & 2 J5 « spin: line
276 “pan_in”, Error;assertion violated( I 4(c)) , H# pan_
in BRI 4EE LN CREF., LIRS B v Eat, 58
g B B R N A

B EARSE, Xspin (FEBHENEREREIE.
BHEERU REEDRHELEIPRELE D,

F1 HLELIERE

ENTITY FINAL STATE
Pipe CLOSE BROKEN BROKEN
Writer FINISH WRITE WAIT
Reader FINISH FINISH FINISH
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FFRELELR.

B FRBE Bk K ADIR A B i R AR B 35 58
RE, XEEHETREENREERS.

% =3 BRI BT RS T ERE. ARERC A
EEsESE, FHREREFREE, FEEERR., XWEIE
RIS,

S DUF B UL B bR B S B, B T EED WA
15, BORIZIUER SR, TEEHEH.

MELBEERTER, REH Rl &b, AT, E=F
RGBT HH SBORERAESE, B 3. 1 WHRBINE
=AM, LR, AR R TS TR R
4= ¥ BROKEN PIPE, Al “E i Wi Mk~ , BB E B AR
TETEMIERL R —HE. AT ASHAXFENRERER
7 BNz —REEWAESATRSEES EEE X, N
BEA SR, SR AR IR B SERIRES A TP R OUR
WHAX—MEE) . Wi, BRSEgSnEETSART
FOBCHE AL, R T I B 2 A 34, b & E) SIG-
PIPE (55, B 3, XFEH IR E RS, FPE
THREINIEREG. ASCR B U iR, 7R3
SEZE . NEERKGRREEREAABENRE. WRE,
W%, 155 W S R, B AR I E E . B S
B HBGE S B R R, BRI N ARSI
&,

pipe_len>0 pipe_len=0
pipe_len=0||
pipe._read() F_& NOBLOCK=0
UNREAD READ ¢ WAIT
ipe_len=0& ]
%gB_LOCK:I T pipe_len>0
- — .
r PR
-
] count =0 = - count w0

-—— - o

count_w=0
FINISH

B 5 ButfE s B E S A SPRENL

Zad s, TR R AL ENEENAFELE, KRR T
BT EENNMSBENAREAARZEEE.

ZEWIE  ASCM LINUX 2. 4. 0 FRAHHREFESTAE
TR AR T 5 HERR ) B T B R A R BB A AUAS , FE M P 4R B
BB FHERER U R B EmER, =4k
(A 38 E, LA BB AT S RO A s PR R X K38 i 7 A% T A4E
FIMERE , 200 %% 118 LIRS, 65 ¥ B R 5% e B, SPIN A%
ABEF PROMELA, St 24 B HI A T/E. LRER
R, REFHRA RIEMATL L, BUE st S0 hr ok 2 (7] 38
BLEFESEIN—NRER S TR TR, UBGadE
WRAEENH, FBRATBWERF. T—4T/ERMLM
BB AL, X B ST A B AT 5 ik .
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