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Survivability of Information Systems
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Abstract Survivability is the capability of a system to fulfill its mission,in a timely manner, in the presence of attacks,
failures,or accidents. Survivability requires the system to have four key properties; resistance, recognition, recovery,ad-
aptation and evolution. At present,the study on the survivability can be divided into two aspects, analysis and realiza-
tion. Survivability analysis generally measures the system’s survivability through modeling,and then finds out the weak
parts of the system. Survivability realization is to improve the system’s survivability through the design, improvement

of the system or reconfiguration. There are lots of methods in both the analysis and realization research, but they have

some limits.
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