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Construction and Analysis of Hash Function Based on Block Cipher

GUO Wei QIAN Jin WANG Xin-jun
(Network Center, Shandong University, Jinan 250100, China)

Abstract It is convenient to build hash functions on block ciphers. In 1993, Preneel etc. analyzed the security of 64 hash
functions based on block ciphers which are single-block-length and named PGV schemes. In 2002, Black etc. formally
proved the security of 64 PGV schemes. It is shown that 20 of them are secure and the others are not. With the develop-
ment of computation technique, the security of single-block-length hash functions is not enough, therefore, some double-
block-length schemes are proposed, however, many of them are not secure. In AsiaCrypt2006, a kind of hash function
based on five block ciphers was proposed and it was claimed secure without security proofs. It is shown that the security
of the scheme based on five block ciphers is not ideal. In this paper,a new hash function based on block ciphers is pro-

posed and its efficiency is compared with SHA-26"s,
Keywords Hash function, Block cipher, Birthday attack
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