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Abstract Based on VPN technique,a cheap, security and flexible network solution for big companies with many bran-

ches is proposed. It is also proven that this solution is available by testing a constructed network.
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E2 BilfEdss+1P RE VPN REM TR

(1 BEHh# R4 EMEBINT .

rd$ sh run
! Current configuration:
!

hostname r4
1

access-list 100 permit ip 192, 168. 1. 0/24 192. 168. 2. 0/24
access-list 100 deny i 1p any any

access-list 101 permit ip 192. 168 1.0/24 192. 168, 3.0/24
access-list 101 deny ip any any

access-list 150 permit tcp 192, 168. 3. 2/32 192, 168. 1. 2/32 eq 21
access-list 150 permit tcp 192. 168. 3. 2/32 192. 168. 1. 2/32 eq 20
access-list 150 deny tcp 192, 168. 3. 0/24 192. 168, 1. 2/32 eq 21
access-list 150 deny tcp 192. 168. 3. 0/24 192, 168. 1, 2/32 eq 20
access-list 150 permit ip any any

ip filter on

ipsec on

crypto isakmp enable

crypto isakmp key 123456 address 199. 199. 2. 1

crypto isakmp key 123456 address 199. 199. 3. 1

i.nterface seriall/0
]

interface seriall/1
]

interface seriall/2
!
interface seriall/3
1

interface eth0/0

ip address 199, 199. 1. 1/24
crypto map r4

!

interface eth0/1
ip address 192, 168. 1. 1/24
1

interface async0/0
]

interface tunnel0
ip address 192. 168, 254, 1/24
tunnel source 199. 199, 1. 1
tunnel destination 199, 199. 3. 1

tunnel key 123456

tunnel checksum
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tunnel sequence-datagrams
ip access-group 150 in
!

interface tunnell
ip address 192. 168. 253. 1/24
tunnel source 199, 199. 1. 1
tunnel destination 199. 199. 2. 1
tunnel key 123456
tunnel checksum

tunnel sequence-datagrams

1

érypto ipsec transform-set r4r5 ah-md5-hmac esp-3des

!

érypto ipsec transform-set r4r6 ah-md5-hmac esp-3des

1

crypto map r4 1 ipsec-isakmp
match address 101

set peer 199. 199. 3,1

set transform-set r4r6

!

érypto isakmp policy 1

authentication pre-share

!

ip route 0. 0. 0. 0/0 199, 199. 1. 2

ip route 192. 168. 2. 0/24 192. 168. 253. 2
ip route 192. 168. 3. 0/24 192, 168. 254. 2
1

line console 0
line aux 0
line vty 0 9

1

i end
(2) R RS FHREIT

54 shrun

! Current configuration;

!

hostname r5

!

interface eth0/0

ip address 199. 199. 2. 1/24
!

interface eth0/1
ip address 192, 168. 2. 1/24
1

interface eth4/0
1

interface async0/0
1

interface tunnell

ip address 192, 168. 253. 2/24
tunnel source eth0/0

tunnel destination 199. 199. 1. 1

! .

no logging on

!

ip route 0. 0. 0. 0/0 199. 199. 2. 2

ip route 192, 168. 1. 0/24 192, 168. 253. 1
1

line console 0
line aux 0
line vty 0 9

1

! end

(3) g8 R6 R EINT .

r64# sh run
! Current configuration;
!

hostname r6
1

access-list 1 permit 192, 168, 3. 0/24

access-list 101 permit ip 192. 168. 3. 0/24 192, 168. 1. 0/24

access-list 101 deny ip any any
ipsec on .
crypto isakmp enable

crypto isakmp key 123456 address 199. 199. 1. 1
1

interface eth0/0

ip address 199. 199. 3, 1/24
ip nat outside

crypto map r6

1

interface eth0/1

ip address 192. 168. 3, 1/24
ip nat inside

!

interface eth4/0
!

interface async0/0
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!

interface tunnelQ
ip address 192, 168. 254. 2/24
tunnel source 199. 199. 3. 1
tunnel destination 199. 199. 1. 1
tunnel key 123456
tunnel checksum
tunnel sequence-datagrams

!

érypto ipsec transform-set r6r4 ah-md5-hmac esp-3des
1

crypto map r6 1 ipsec-isakmp
match address 101
set peer 199.199. 1.1
set transform-set rér4

érypto isakmp policy 1
authentication pre-share
1

érypto map 16 1 ipsec-isakmp
match address 101
set peer 199.199.1. 1

et transform-set rér4
1

érypto isakmp policy 1
authentication pre-share
!

no logging on
!

ip route 0. 0. 0. 0/0 199. 199. 3. 2

ip route 192. 168. 1. 0/24 192, 168. 254. 1
ip nat on

ip nat inside source list 1 interface eth0/0
1

line console 0
line aux 0
line vty 0 9
i end
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192. 168. 2. 2,192. 168. 3. 2 PFIHLI S8 FTP iR 45 2% L #il
FEyreh, REHEOgESYR. o RAMNE
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B PL AR
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R4 IR, WERA T 7 R AT AT HE AR 4, 3 TR R
BABENSEMNE.
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