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Novel Algorithm of Collusion Secure Fingerprint Coding and Traitor Tracing for Relational Database
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Abstract It is necessary to provide secure mechanism to resist the piracy from the renegade users when databases are
distributed as software products. In this paper,a scheme of traitor tracing for rational database based on digital finger-
printing is presented. In the proposed scheme, the database fingerprints are composed of copyright watermarks and us-
er’s fingerprints by using the chaos binary sequence,and are embedded into the database under the control of the secret
key. The fingerprints are extracted and the traitors are traced based on the randomicity of the chaos binary sequence.
This scheme is collision secure and computationally simplified. The algorithms of the fingerprint coding, embedment, de-
tection and extraction are described. The robustness and the traitor tracing performance of the algorithms are analyzed
theoretically as well as validated practically by experiments.
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