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Approach for Resolution of Exceptional Conflicts in Authorization
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Abstract  The conflict detection and resolution are important issues in authorization of an access control model. Our re-
search on these problems is performed by using comparative approach. We first investigate the authorization system
specification based on logic program, then analyze authorization conflicts resolution based on traditional priority and or-
ganization through the explanation of an example on the health care sector, finally we propose a conflict resolution sche-

ma for exceptional conflicts in high level authorization specification by using the logic program LPOD (Logic Program

with Ordered Disjunction).

Keywords Access control, Authorization, Exceptional conflicts, LPOD, Resolution
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BAERRB LM E S EZ DX 24— 5 a5
FE—RRUEE , TR 5 K O F R 88 LIGE R T A P AR
BRENE R, LEERENRBE LD MR RPE LA E
KR, BEBRITATUSIAEESC R BRI L
XRER AR R T shR A, Fil, RIIFE—ERg
AL SR AR T 1 U = A B v R IRE . B SR TR R T
fE,F. Cuppens % AP 32 —Fh B FLHAUK SFH b B 18,
il AT B A v R B O SRR R B P T A AL FoK AT
AT E X R GBIV ; S Benferhat 2 A B8 W B Fb 7
FRAHEL MR, —RBREHEE, AR AEEE T
Cuppens &AM H T —f— M F AR ER, B4 H
JUANFT BRI 28 22 42 S B BT D 2 B — 2245785 1. Chomicki %
AP RBFE — B AR SR, T TR ER a7 R R
Hfpgedrg FERE p AR — T A AR B R MK, A
LI S 2R B f e B B AR AR T A Shib e . SCER
(16-8 Tt I 88 it 8k T 400 T 4 s ol O 3k i R sk TR R o
EE AR, D R0 4 T SO — S AL SR 3R, < A4
B R — A X B TR RERR R,

AL HFIFLE—FETERER LPODGHA F TR
KRBEE ) WA R KRBTSR % R —fh iRk
FHE. WO — R e BAUK s A 2 0 B HAE
42, 1) B0 M0 LB AR SO A 69 56 LPOD B3 AH e L& s
RIS B ST B AU AR B AR S A, E BT R nh

REFHR TR

AR TRSENT 256 2 WHRRBEPURE A6
FERE; 50 3 WA RATA TR LPOD K EE;
B 4 W BAEIR Se R AR T H S ph 2R 58 5 TR
fal i Fl LPOD MREF 6 R ERBAL MR s B J R 18 B/
RRH,

2 BRAE

TR A L ik FRF R B, B ek 2],
RATR Y T — R T8 812 7 0 BAUR T MEA R R 43087 .
2.1 BUER%

— A ERES SYS TR RN U TER:

SYS = AC PU CRS U DOM U Constraint

Hperg a5 mEs, RiEmBmT .

» ACP(Access Control Policy) i4[E#HlFeg, 2—4H
JEWTFHIE R B FRN .

Permission(s,a,0) < Condition, &}

Prohibition(s,a,0) <« Condition
X B Condition = P, A+ AP,, PRFT—ERNK, =1,
+++sn, Permission(s,a,0) TR EE s FEEK o 1T N a
f91/515] 5 i Prohibition(s,a,0) M REL 1k,

» CRS(Conflict Resolution Strategy)

E—HE W THERMNRARNES:

A-Permission(s,a,o) < Condition Hf

A-Prohibition(s,a,0) < Condition

R R

OBEETH  BMKEAATERPFES (2006), KBE BEHRLE, TEFRTMAERZLE XL H B B 888, 5t

400, FEBFATT M A TR AR,
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Hh A-Permission l A-Prohibition 4} 5 & 7% 32 bR 1E 1 L 119
R, X RE TR prima facie (BN “E — W HI”) R
48] Permission(s,a,o0) Fl1Z || Prohibition(s,a,0) .

« DOM(DOMain) 38, i & & m — A L bR M BUE &
&, HEN:

DOM = IDom URDom

HAd IDom #1438 52 45) ( domain instances) , 3278 2 8138
HY—ANERES; RDom KA IHH M (domain rules) , &R
RGA FHN GREE RS B R R M— DA RE
P

« Constraint
%, IR h

<~ constraint condition
2.2 HEHREBH—EHR
2.2.1 7 % (Conflict)

FofrlE XABEBA SCEE QS R, % (Conlict)
BEX AT .

s, Ja, 3 0,Permission(s,a,0) A Prohibition(s,a,0)

TE—NRUE R, X4 0] BEFETE B I IE 54 2 4R A
MR BAIGFFEE IE— F R RRE— A BT R TT N
mF, IS EE AT RE A . FE SRR P SE R — U R SRR BT, A o
R -FEER, BRMEPREABBEE LR E
B, B CRS, B A LAE prima facie BAL“HE 0" K SERRER AL, 3X
FEFE L PREAT P AT LATH R wh3e
2.2.2 JA R (prima facie conflict)

SYS} Js, 3a, Jo,Permission(s,a,0) A Prohibition
(sya,0)
TR RBILZ TR GRS MATER Wh5E,
2.2.3 ZFrA % (actual conflict)

SYS + 3s, 3a, Jo, A-Permission(s,a,0) A A-Prohibi-
tion(s,a,0)
TR RIBIRZIE RGEVRFEAEN R,
2.2.4 3R % (effective strategy)

M AP R PSR RS AR IEFE BLVE 1 R S P A A IR eR
IR EE, MFR & R—A 21 .
2.3 —4BIF

B TR E T — LR ELE SYS:

R1: Prohibition(x, read, y) < nurse(x) A medical-re-

A, Fom RGP A R IR R K&

cord(y)

R2:Permission(z, read, y) < nurse(x) A medical-re-
cord(y) A patient-record(y,z ) A urgent-case(z)

R3.Permission(x, read, y) < physician(x) A medical-
record(y) A patient-record(y,z ) A attending-physician(z,x)

R4:Prohibition(x, read,y) < physician(z) A medical-
record(y) A suspended(x)

R5; Prohibition(x, read, y) < nurse(xz) A medical-re-
cord(y) A suspended(x)

ACP,= {R1,R2,R3,R4,R5}

BEEE R R rh R E E RS CRS, .

CRS,; : A-Prohibition(s,a,0) < Prohibition(s,a,0)

A-Permission (s, a, 0) =< Permission (s, a, 0) A
—Prohibition(s,a,0)

IDOM, ; physician(John) A suspended(John) A nurse
(Peter) A medical-record(34#) A patient-record(3 # , Mary)
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A attending-physician(Mary,John) A urgent-case(Mary)
Constraint, =)
AT LIFHE TFHIRER
« Prohibition(Peter,read,3# ) B R1 1§
« Permission( Peter,read,3# ) H R2 18
+ Prohibition(John,read,3# ) i R3 1%
« Permission(John,read,3#) B R4 1§
« A-Prohibition (John,read,3#) H S1 1%
+ A-Prohibition (John,read,3# ) B Sl %
Bt , AT A A B F R S AR R B e 2 A e v
%,

3 LPODiZig§

LPOD# ¥ A FIT BB HERF, BH G Brewka %
AR, EE Y ERTHEENREFXR ARTHE
BRI, LPOD A REMEIC AR, BEd REE
fR Y28 (solver) it , BAEH A M TR, EAXPRIKH
EIRH B B A S, H AR X — 1 P R R S T IR
FEIRA % LPOD MNESFIFERE R
3.1 LPODE®&

—4~ LPOD & FFEXMMAES -

C, X e+ X Cy«= Ay ,+,A, 00t By ,+-,not B,

H CLA), and B REACE, MUK LHERE LR I
BCOREM G R GBI G, - RFAB G
Co—1 B G, .

LPOD#EE X AR TR EZHER, LA ERE)E
B, CREFVIERMZEEET BB AR T
HEVBURE1RAEBRTF .

3.2 LPOD {RIFEIEE

188 —4~ LPOD ML M RIE £, RITFEH.
HHEHAH— ) LEE 2 LPOD B e LRHE L,
BEERBFEHFERETTIEALRE RO =M R
>

(1) ¥ /B (degree of satisfaction)

Xt LPODP #—A$L0) -

Ci X+ X Cy< A1, A, 00t By ,++,not B,
BFPH—EEES HEZAMEBE degs (7 E LN
—F:

, if Aj¢S,or Bi€S
min{r|Cr€S}, otherwise

(2) JLAMRIFHRUE (preference criterions)

o HBREF (cardinality based preference) >.

S>> S MHALY |S1(P)[>|S(P)| X%~ i, HIS,
(P)|=|8,(P)| X j < i

XE S(P) = {r € P| degs(») = i}

« A& MEF (inclusion based preference) >;

S>> S: B HALY SH(PYDSH(P)X#H— &, H S{(P)=
S, (PYXERA § <k

+ Pareto {l4F (Pareto preference) >,

$1>>,S: M HATLY degs) () << degs () XF— 7, H

degsi (') > dege (') RELE +

+ {REFIE] Y& % (relation between three preferences)

> > >,

degs(r) =
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4 ETFREMBAHHREE

AR T EABCHAT Bt B rh AR IR T 3 RATRAE A T
MBETRENDREBMETARMMREE , HER
114 WA B AR, BP SR8 wh R BORRE B W R B BN ] 89

=MRR,
4,1 BRANEH=XE
S 3

BN Ri #1 Rj TR, Y EHAY
(RDom U Constraint) | —(condition (Ri) A condition
(R
I 7 F % C1 F .2, 3 % R1 A R2 BEH,R3
M R4 LR TXAY,{A R1 5 R3 BIAME, /i R4 5 RS WA
TR a] R,
Cl.< nurse(x) A physician(x)
- B
BN Ri 3% F Rj, M HY
(RDom U Constraint) | condition(Ri) — condition(Rj)
#ilF:R2 F# T RL,
- WIE
FEAHLI Ri 1 Rj (A1 — ML WP, R
(D) Ri H— 8RR (2) Rj F— AL S
1IE”; (3 Ri 5 Rj FEEXKM.
HE AN ETIARETELEANRAY, FEWNE
X RFiZAE prima facie #FEMEE. {64 CRS BEHLT &£ Th
I ARREH CRS HER R LARMZE,
BIF  R2 M1 RS Z[AfF{EfETEE.
4.2 fREMREE
- hRERHR
Bl —MRFF LR S IR BT B BAGI R LR
PefEArheE, R AT LR X FRIE X : Permission(s, a, 0,
P> # Prohibition(ss a0, p) s HH p FRF BRI FAL.
SR FEE 2 ¥ Ay CRS, A — MR &R s i SR g
GCRS, H1 F 51| B~ HLI £E )%, -
_ —Permission(s,a,0, p) A —Higher-Prohibition(s, a, o,
p) = A-Permission(ssa»0)
—Prohibition(s, a, 0, p) A\ —Higher-Permission(s,a, o,
p) — A-Prohibition(s,a,0)
Hdr, Higher-Prohibition(s,a,0, p) BB, BN FEE—I
IEXTF G s ST HMBER 0. I H I p BRFAUE . Higher-
Permission(s,a,o0, p) #7& B 5 Higher -Prohibition (s,a,0,
PIFE.
H i, RATE 1L GCRS REfF e oh 2, (H R X T 1B e
EEARN.
- BABLE
a) RABff B2 F L5, A& T — AR T
D EERE AR
CP:~ Permission(s,as0,p) A Prohibition(s,a,o, p)
4.3 HALHERER
AV RIEEAELN H SRR T HIER .
—condition =4 cond-subject (s) A cond-action (a) A
cond-object(o) A constraint(s,a,o)
BRI A i SRS AL AT 16E 5 T4 T A0 2L BE w2
(A T S (a] S AR HEAT 1R]) )R 7T DLF= A HE L, th
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AT LA AR ER SBAR AKX REKRERK.

HA MR HEWRA B FEE TIFS:

(DBEAETF AL

A 1% el Al SV R IRBURAL . B, — N EA L
A p I prima facie 7] Permission(s,a,0, p) A LA EAE
S p IR A Permission(org,r.a,v,c, p) i :

Permission(s,a,0,p) < Permission(org,r;asv,csp) A
Empower(org,s,») A Use(org, 0,v) A Consider(org,a.a)
A Hold(org,s,a,0,¢)
Hep

L r 35S a MRE v FHWMRT ER s FTH « FFE
%

Empower(org, s, 7) : L& org ¥ FEE s e r;

Use(org,0,v) : 4 org LAIHLE] v A% o;

Consider(org,a,a) : 4 org HEATH « LHES v;

Hold(org,s,ar0:¢) : EHE s AT H « MZFEK o ZAFEY
Wes

Prohibition(s,a,0, p) BIE X L F Permission(s,as 0,
).

O BEAR

24 Permission(ssa,0, p)Fl Prohibition(s,a,o0, p) 43 HIK
F Permission{org, 71,al, vl,cl, p) #l Prohibition(org, r2,
a2,v2,c2, p)Bt, Hd ( 15412V al£a2 V vl#£v2 V cl%c2) K
B, Permission(s,a,0» p) 1 Prohibition(s,a,0, p) ¥ S B —1~
SR gE, i Permission(org, rl,al,vl,cl, p) #1 Prohibition
(org,r2,a2,'UZ,cZ;P)%KW?éB@JXﬁ'I‘%ﬁ%%]%EW%D

S BAFIRMFIGX S RN TR, WAE 1M 2
M BARERE R s PREBRRNSTFLL AL A 2 A6,
i, Permission(ssas0,p) il Prohibition(s,a,o0, p) AN 7] §E7=
HnhzE, FRERATA AR X3 ayv M c RIAEELIR.

5 HF LPOD iR

BT EEAHT, R AR —FE A LPOD Z#%
HITHRREN IR, ERTP RIMNEERETH 2P
BB 1 SRR 7 E R R B R

i 2

R1:Prohibition(x, read, y) < nurse(x) A medical-re-
cord(y) A default-case( )

R2:Permission(x, read, y) < nurse(x) A medical-re-
cord(y) A patient-record(y, z ) A urgent-case(z)

R3: A-Permission(x, read, y) X A-Prohibition(x, read,
y) < default-case() A urgent-case()

R2 2 R1 R # w5, #L0 R3 2l R A5 30 H T#
PLX —mhoE,

#R#E LPOD,R3 &4 A-Permission(x, read, YL%ETF A-
Prohibition(z, read, ), B3 A z EEREH T urgent-
caseQ“TEFA AT — BN default-case ) ,

ZETHAG BRI F LB

DOM1 : nurse(Peter) A medical-record(3#) A patient
record(doc-31,Mary) A urgent-case(Mary) A (default-case(
) <urgent-case( ))

DOM2 : nurse(Peter) A medical-record(doc-31) A default-
case( z) A (—urgent-case(z))

(F#% 115 ®)
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= o022t — T cos (2 —600<Cx, <600, i=
fs 40002111 ,.ECOS(J;)+1, 600 <Cxr; <600, 4

(0,1+++30) , KB EHE 22 RR/NAL
HEERMHEBARNE 2 Bin, 81 KA THQGA,

QGA,GA & 100 IR, BEHRENEHEBETIRE 1 RITFHBH

FHE a, RBRSORE w FFE T HIE QGA,GA #H1THH,

F2 BREHE LBER

¥ THQGA QGA GA

4 a t w a t w a t w
fi 0 421,6 0 1,2X10—5 826.3 1 1.3X10—4 9627 2
f2 0 625.3 0 1, 1X10—5 9432 2 1.4Xlo—5 12352 8
f3 1.02X10—5 612.4 2 3.14X10—2 1005.4 5 2,68X10—2 140l.2 13
fa —1.009328 604.5 4 1.916143 1262.7 7 12.305423 246l.5 12
f5 2,68X10—4 2643.7 5 12. 62 3215.2 9 103. 4 5264.2 15

HRIE AXRET-FFHRSETREREL W
RTEFKBEHAMN N E R, Y TIREEFIINEE
PLHRAE s 5340, B F A2 XAl Newton B #48 REYTIA L R
SR T B SR, iR T R B RO WSO BE , (AR
RS LUBEAIR 7 NEEWS HIEWI TH B LR 1 B2/
BRI P EEGRFREER BERRET LR, it
I R WSO B SO B LRV T AR B Fle |
ARG E I Sk LU T LA Y TAE -
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xtF DOML, ®AT7] A4 2] b @78 P2 8 (R1, R2, R3}
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R1:Prohibition(s,a,0) < conditionl A condition2

R2:Permission(s,a,0) < conditionl A condition3

R3:A-Permission (s, a, 0) X A-Prohibition (s, a, 0) <«
condition2 A condition3
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