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Abstract Due to lock the mechanism of controlling information flow, the authorized accesses of RBAC model may lead
to insecure information flow. To protect confidentiality of information in RBAC model systems, the concept of illegal in-
formation flow is defined, algorithms of detecting, renewing and controlling illegal information flow are proposed. These

algorithms can prevent effectively unauthorized information leakage, realize secure accesses.
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