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New Artificial Immune Algorithm for Storage Security

CAI Tao JU Shi-guang ZHONG Wei NIU De-jiao
(College of Computer,Jjiangsu University, Zhengjiang 212013, China)

Abstract On the basis of analyzing demand of storage security system and current artificial immune algorithm, this pa-
per presents new artificial immune algorithm to ensure security of storage system efficiently. Main current matching
rules are introduced to analyze the efficiency of current artificial immune algorithm. Firstly the structure of storage se-
curity system and the definition of main elements in it are given. To improve the efficiency of artificial immune algo-
rithm, this paper proposes random r-continuous matching rule to improve the number of non-self that one detector can
recognize, To avoid failure of storage secure system that no detector are self-tolerance and low efficiency of inspecting,
this paper presents self-adaptable threshold selection algorithm to select suitable threshold for different detectors,and
then balance between efficiency and accuracy for different self sets. Analyzing how much non-self one detector can rec-
ognize and whether the selection of threshold is adaptability. Using new artificial immune algorithm to implement the
prototype of secure system and verify its performance. We implement prototype of new artificial immune algorithm. The
evaluating result shows the new artificial immune algorithm has higher efficiency and is more adaptability than current
artificial immune algorithm. At last, we modify the source code of storage area network system named Lustre and imple-
ment prototype of the secure disk system. By evaluating its I/0O performance, the result shows new artificial immune al-
gorithm can ensure the security of storage efficiently.

Keywords Artificial immune algorithm, Storage security
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Balthrop 53 & r-contiguous DG D # I gy R T st , 5
2002 FERH T r-chunk PEERFLINCE) B U HE r=x2122 7
(Ii 6 {0,1}) ,@Yﬂ“%’% d=(i,d1d2“‘dr) (di 6 {0,1}) 9‘& r<l
Hi<lI—r+ 1,08 = S J BRI E QT .

d matches x=x; =d; for j=i,+,i+r—1

RARHKRMEE d SHFE z WAE | I BREERL T r
A SEAH IR B 3T B OLET , BEE VG ED 3 (1<) R S IL AL R
.

r-chunk JLFg#1 0] SEBR 2 #E r-contiguous PL Fg 31 M f9 £
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Function r-generation(rg,rm )
begin
for (i=rs;i<=rm;i++)
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begin
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if (ﬁ%%&%&ﬂﬂ%%ﬁ%ii@]%gﬁ&ﬁﬁ{ﬁ)
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end
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HE T UG TN 2R (RIIE T AR 2 R HIROR;: FRTRE A 30
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—r L ARIE T8, BHEF RN r D27 IR
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RERBIR BRAR BB BN T 2D —£5, RKWA T 7 6%
%2 AR GO I AR R HHR VT )R BT 7 B 1) B 0 884 2,
RETELRENBE,
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P B BBVIS T 25 H5CR R L, U4 K DG TR ) 3 AL A
# PRIEFAE 2 & RO AR HER R IR B AR B s R . Bt
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2D R T PR R R AR 3 R

j o e RS
120 {*fl%ﬁuﬁtzkm;:
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5 ETRRREUBRBERASEHNIASMA

Lustre & 1A X B MW &4, B client, MDS #1 OST
ZRBRA ., Hh OST MEHRE 9 X R M6 B i ds, &
P RERE ST RE. OST BLHfi A portals MY 5 H EH R
E TE BRI S e, SRR R B (AR B B AR R
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TR ek, IRV 15 5., M B UY 17 8 5 T8 P U 1) B A
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VO KR FFHEZLERENIE. RAKXDN 1k, 8k,
16k, 32k, 64k, 128k, 256k, 512k M1 1024k AR, WX E
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RHERER 80U RER R AR R BR 9 %2 2

140000
120000

100000

| 80000
i 60000

& 18 )n{EhE i
BRGNS

Lustre B |
T/ovege |
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BB R TR H i B iR SR AR, ML Z 2R
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O PEfE, 25 R U R A B A TR 5 s RO R i 77 6%
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