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Abstract Correct node location information is the prerequisite and foundation of many wireless sensor network mod-

ules, such as network building and maintenance, monitoring event localization, and target tracking. In resource-constrain-

ed sensor networks, how to securely and effectively position sensor’s coordinates is one of the most challenging security

problems. This paper presents various attacks against different node localization systems,analyses the principles, char-

acteristics,and limitations of recent representative secure localization countermeasures, Finally, the future research di-

rection is summarized.
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XZJEHEIMR Fx (N), B UEH B X2 5 AT RLhAT
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BRI B TR P E LB — O, Pt fb T AL
FER

FEGHME, BT AN I0F# 59 BE B R e th il
HeEmramER M R, EW kb kBt KRR
PR E R b H MR B ah, BT AR IR S R T
FHREXBEHN  AERIETAREEE -TMHENE. ITH
PX B AR, 5 T E SN METERIEE K ERIE
e
4.2 R“REFUSHERIEHY

FEFEMPIN B R REAERGHER T RS A
Fofr B, T B 50 UE B B AR5 W57 5 75 FR O B e
R Bt Xt B NL R G [, &2 AL PR AT LA 43 S 2 T T
R STl ARSI o71b\ i oy VA - E- 8

Capkun F# H THFHE R & h L8y VM (Verifiable
Multilateration) HL 1" , AL £ B — AT S AE TIE
FRAT S UMEL TR R HT S B E LN EMEERK
B, HERF, VMBERANTR « U TEMEHRTA
(U1 s0p 905 0) E‘Jﬂ:ﬁﬁf{ﬁf’ﬁlﬁ ’ 54\1%_19%%““5‘ Ui Eﬁ‘ﬁ#ﬁ?ﬁﬁ%
REDIRHS v ZAEE 4, 1<) , HFHMNESBEL


http://www.cqvip.com

{xi s Yi yd; }ﬁ%%ﬁ*lzﬁfi 9%* Zis Vi yg Ui E“J%ﬁ;ﬁﬂ*ﬁ
SRS AT LS(Least Squares) B B3] u AR (Zus yu) s
LSHBERMEWNT .

(Zu s yu) =arg (min)gl[ V=2, F(yi—y):—d: ?
o Y=

¢3)
ZEEFEREER ORI ELXER/NOE T
AR RIS, FERE N ERIEN B, BT &R
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fEEretEIZ, EF CBS MEf TRl £L1 CBS kit
B R E IR AL BHATEAE, h TG EXEBHRT
WETA CBS WAL E , T 8K IR P B 3 LA 2230, i — 25 1t
MTEMNRANELEMNERENE; AT X T RKHT CBS [ E
P BRI, R,

D000 http://www.cqvip.com|

Anjum Z#R TR FEREESIEE M SLA (Secure
Localization Algorithm) &0, SLA RESMERBRT &
BFEMEEHOMEETRBEZN, FEERTSBRERAR
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WTF AT Bk 3 W R B F e Bk . R T, SeR-
Loc AR B ZATET : ¥uE BRI AEEETIRBIREHRT
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MIREN B S5 T 3R SCHE A5 5 BB 9 s ) RO L B AR BE
EOBEEKEXR  BICERIEEDEREHERALEMN
HIWEELURAGEER., TREREH, YRIEE NI
ANF 34N B AERENEHNREMEMNEER, &
AR ZAE FEB B AL RSB T NBIEE Y S
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Du%#4 1 T LAD(Localization Anomaly Detection) 75
KU K L R P REWER Y R R RGBT
EAR RN P ] DI S AR E R URME
TABIMARR BT AN ERS S EHRNAE
—3B INEA—-FWJLERLEE, N LADRERE . #Hil
HEREN, RENBEEEER R, FEMRBEMK. A,
LAD F E MR R TR T ¥ OB RN AR EL B
VT AU AT B AR, IR 45 AT AL B E L LU
RAERBURE 2 J5 W 385 & 00 Ew .

LiuBHH T —HE N ABREFEERNERT SN
AR FER BT B, B A O AR AL B A EHR 3 A AR
I R By B2k e ST SR R S0, 8 A R B R R R AR
SRR E R RIS, S B R L, LAAIR 2 2
BEAFNEEZ N, WRELT BE &E, MRAGEEY
BEET BB ER, BT s BRI . B4
—NeRFHEPICRE - EHRTEERFHREL R
BEFHRXARE., Y78 2R EFRXNBNTFRE
7 B BRI SR ) A X I EAT T S R R 4RI
B AR IFEGE T BE « 5, XY S g ey, M
F LAD, ZH i@ B UF A B L s S R R R R
EREZH BB TRENSENE. SR, B TFRATKERE
YR E P R VFBELE , BN T MG £
BERIETIA .

4.4 BEUNTREMLHEE

ERELNH T A —EBRE FIRSEMEENE 2
MR SEHE, R AN 2 E RIS, LR A —
EABEHREAWEMEEBR A YFH—THRAN. A TE
BRESNEBE, XTI E L ESZEHTI AR WSN
o, 2 2 I T A 1) M A BRI B AT & 4y
L, NRGEH T REMESRETE R

TGN R EMEE =M E % R KR T
BOH, T HE R EMLR, B ATERE-HSIERF
HRHENMESBER, ZEHETIIT LSEEGELAK
CHHELBMNE. R, LS BEpBAE TS,
B R ME RN ESRER GBS RAG RN ERME™
AR RE N Hi Li R T #TF LMS (Least Median of
Squares) B ME K 1 H MR R E RS BN, mo
BRERNMESHE BN T A EMNEREENE W, R
W BT (To» 30 ) B AR G M FE B R E R/ HFEIT
4.

(Zo» yo) = arg (min) med; [ v/ (xi =z +(y: —y0)% —

ai’ (5
Her i,y HERT A BENLER.d i BRI AEE
=,

Lin% £ 1 7 — F ARMMSE ( Attack-Resistant Mini-
mum Mean Square Estimate) B 500, #] R /N 2 P EEK —
et (BpRA R (2) F R AL B 2 B 1E B8R —3, tHRAY
KA, Bl 5 A REM RS, X T W
B ESBEAAS, MW By EESHEEEEY
ESEA, AR A EPENTRENVESE,
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BERAZERBA P ESBRNER 3 ot IR TR
—HMER, ZEEELRERERER T SNERMER
BT EMEENEEE AR TERMTAENMNES
BHTENR, M ERE RS,

HTREHHENFE, Wang F5| ABEZETRERE
¥ (cluster algorithms), # Hf T CMMSE ( Cluster-based
MMSE) ™, PR Z T, B BT LB 5 18§ R AL
EEE A ERIMNESBEIH T REERAXIRIHTE
MHBERNNESBSREN —BH, SR
££4 . — B % (consistent set) F A — B % (non-consistent
set) , E XM —MEPTH N ESRBFEEHITEABEENLE
B, BRBEMSIAELCTEAHRE B TEERHIIT
B, YEEALE—H MICAz 17 5S4 A A SE Rl IF B i
WFA L E T CMMSE, ARMMSE # LMS & 3=, 45 £ &
CMMSE 7t M F R B A5 FE N, HERERHR.
CMMSE WA T8R0T IE R A 7 & A BB &, IR
P25 R K BREARTT AR REM, WA ERMR TS 1
AR Ok, ZF R — R T AT A A B
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