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Abstract Fixed thresholds and slow response to end of the anomalies are two shortcomings of the traditional CUSUM
control chart, Three measures are taken in this paper to solve both problems. Firstly,a fixed threshold was set to elim-
inate outliers and simplify the detection of obvious anomalies. Secondly, the filtered data were smoothed and trans-
formed based on the simple moving average method and the Chebyshev inequality. Lastly,an adaptive threshold was set
according to the transformed results, and the decision-making process would continue monitoring the anomaly for its

possible end after an alarm was raised. Simulations of source end defense against SYN flooding attacks on a real traffic
trace show that attack traffic which is as low as 20% of the averaged normal traffic can be accurately detected within no
more than 7 sampling periods and no miss of alarms during the attacks.
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