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Application and Implementation of Causal Alert Correlation Method in Intrusion Detection System

WANG Zeping QIN Zheng
(Software College of Hunan University, Changsha 410082,China)

Abstract Against a company intrusion detection system products superintendent high rate of false will cause alert cor-
relation method into the original system, the alert correlation information is analyzed. Using 2000 DARPA intrusion de-
tection scenario-specific d"*nwt% LLDOSI. 0 for experimental verification of the new system, the results show that the
new system can effectively 5 reduce false alert rate and can be used to graphically display alert information in the form of

a causal relationship, the i lmage reveals an attacker to attack the course and attack strategy.
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(Predicates)

(Predicate
Name=“CiscoCatalyst3500XL"”)
(Arg

d=41”

POS: 3 1 ”

Attr="“varchar(15)”)
(/Arg)

{/Predicate?

(Predicate
Name=“GainSMTPInfo”)

Pos=%1"
Attr=*“varchar(15)”)
(/Arg)
" (Arg
id=%“29”
Pos=%2”
Attr="*“varchar(15)”)
(/Arg)
{/Predicate)
(Predicates?
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(HyperAlertType
Name==“FEmail_Almail_Overflow”)
(Fact

FactName= “SrcIPAddress”
FactType=*“varchar(15)”)
{/Fact)
{Fact
FactName=*“SrcPort”
FactType=“int”)
{/Fact)
(Fact
FactName==“DestIPAddress”
FactType=“varchar(15)”)
(/Fact)
{Fact
FactName=“DestPort”
FactType=*“int”)
{/Fact)
(Prerequisite)
{Predicate
Name= “ExistService”)
(Arg
id=“22"
ArgName=*“DestIPAddress”)
{/Arg)
(Arg
id=*23”
ArgName= “DestPort™)
{/Arg)
{/Predicate)
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(Predicate
Name=
“VulnerableAlMailPOP3Server”)
(Arg
id= “20,’
ArgName=“DestIPAddress” )
(/Arg)
{/Predicate)
{/Prerequisite)
(Consequence?
(Predicate
Name=“GainAccess”?
(Arg
id: “477
ArgName=*“DestIPAddress”)
(/Arg)
{/Predicate)
{/Consequence)
(/HyperAlertType)
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BB B, B} Fact 3, DestIPAddress.
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