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A Parallel Hash Function Based on Chaos
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Abstract  In this paper, a novel hash algorithm based on chaos is proposed to overcome the flaws of the corresponding
algorithms in [4, 5]. Its security can be guaranteed, and it can work efficiently in a parallel way. Furthermore, the al-
gorithm structure can ensure the uniform sensitivity of final hash value to the message blocks at different positions of
the whole message. Theoretical analysis and computer simulation indicate that the proposed algorithm can satisfy the

performance requirements of hash function,
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